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<BR><BRxHR>CLAIMS 

<HR>[Claim(s)] 



<BR> [Claim 1] 



The license for reproducing the encryption contents data which enciphered contents 
data, and/or said encryption contents data is received from a distribution server. 
The data-logging section which is the Data Terminal Equipment which records said 
encryption contents data and/or said license, and records said encryption contents 
data and said license, r . , , ■ u - u 

It has the interface which controls data transfer with the transceiver section which 
performs the communication link with the exterior, and said data-logging section, 
the key stroke section for inputting directions, and a control section. Said control 

If "he 11 request to receipt of encryption contents data is inputted through said key 
stroke section , . , . . 

it searches whether the encryption contents data by which request to receipt was 
carried out are recorded on said data recorder. 

And when the existence of the license which can reproduce the encryption contents 
data by which request to receipt was carried out is searched and said encryption 
contents data are not recorded on said data-logging section, 

And/or, the Data Terminal Equipment which requires distribution of said encryption 
contents data and/or said license of a distribution server through said transceiver 
section when said license cannot be found. 
<BR> [Claim 2] 

Said control section is a Data Terminal Equipment according to claim 1 which 
performs retrieval of said encryption contents data and/or said license after the 
encryption contents data said transceiver section carries out [ data ] request to 
receipt based on the menu information on the encryption contents data received from 
said distribution server are determined. 
<br> [claim 3] 

it is the Data Terminal Equipment according to claim 2 with which said decision of 
encryption contents data which carries out request to receipt is made by choosing 
the content ID for specifying the encryption contents data contained in said menu 
information, and said control section performs retrieval of said encryption contents 
data and/or said license based on said selected content ID. 
<br> [claim 4] 

Said control section is a Data Terminal Equipment given in any 1 term of claim 1 to 
claim 3 which requires distribution of said encryption contents data of said 
distribution server through said transceiver section when said encryption contents 
data are searched and said encryption contents data are not recorded on said 
data-logging section. 
<BR> [Claim 5] 

Said control section is a Data Terminal Equipment according to claim 4 with which 
said license is searched when said encryption contents data are recorded on said 
data recorder. 
<BR> [Claim 6] 

it is the Data Terminal Equipment according to claim 1 which said license consists 
of the license key for decoding said encryption contents data at least, and tne 
playback limit information that playback of said encryption contents data is 
restricted, and judges that said license cannot be found when the encryption 
contents data with which request to receipt of said control section was carried out 
are recorded on said data-logging section and said license key and said playback 
limit information are not recorded on said data-logging section. 
<BR> [Claim 7] 

A license key for said license to decode said encryption contents data at least, 
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It consists of the playback limit information that playback of said encryption 
contents data is restricted, said control section 

The license key for decoding the encryption contents data by which request to 
receipt was carried out, and its encryption contents data is recorded on said 

The^ata^erminal 1 Equipment according to claim 1 judged that said license cannot be 
found when playback of said encryption contents data is restricted by said playback 
limit information. 
<BR> [Claim 8] 

Said control section is a Data Terminal Equipment according to claim 7 which 
transmits the playback limit information after modification inputted from said key 
stroke section to said distribution server through said transceiver section with 
said content id as purchase conditions for said license. 
<BR> [Claim 9] 

it is the Data Terminal Equipment according to claim 3 which acquires said content 
ID by having a display further by inputting the information for choosing said 
content ID based on said menu information as which said control section displayed 
said menu information on said display, and the user was displayed on said display 
through the key stroke section. 
<BR> [Claim 10] 

Said control section is a Data Terminal Equipment according to claim 9 which said 
menu information consists of two or more screens including the shift information for 
shifting to other screens, and will display other screens determined based on said 
shift information on said display if said shift information is inputted from said 
input section including the input section for said display to input said shift 
information. 
<BR> [Claim 11] 

Said control section is a Data Terminal Equipment given in any 1 term of claim 1 to 
claim 10 which receives said license only when the purchase conditions of said 
license, and the authentication data and said content ID of said datalogging 
section acquired through said interface are transmitted to said distribution server 
through said transceiver section and said authentication data are attested in said 
distribution server. 
<BR> [Claim 12] 

it has further the data playback section which reproduces said encryption contents 
data according to said license. Said control section 

if the playback demand of encryption contents data is inputted through said key 

said k fnterface is minded for information required for said data playback section at 
least, and said encryption contents data from said data-logging section among said 
licenses over said encryption contents data. A receipt, 

A Data Terminal Equipment given in any 1 term of claim 1 to claim 11 which gives the 
received encryption contents data and said required information to said data 
playback section. 
<BR> [Claim 13] 

it connects with said bus and has further the authentication data-hold section 
holding the authentication data to said data-logging section. At the time of 
playback of encryption contents data said control section . 
Only when said authentication data are attested in said data-logging section, said 
interface is minded for information required for said data playback section at least 
from said data-logging section among said licenses over said encryption contents 

The a Data r TermiJal Equipment according to claim 12 which gives the received 

encryption contents data and said required information to said data playback 

section. 

<BR> [Claim 14] 
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Said data-logging section is a Data Terminal Equipment given in any 1 term of claim 
1 to claim 13 which is a removable data recorder. 

<BR><BR> 

<BR><BRxHR>DETAILED DESCRIPTION 

<HR> [Detailed Description of the Invention] 

<BR>[0001] 

<BR> [Field of the invention] 

This invention relates to the Data Terminal Equipment used in the data distribution 
system which makes possible the protection of copyrights to the copied information. 
<BR>[0002] 

<BR> [Description of the Prior Art] 

Each user is able to access network information easily in recent years with the 
terminal for the individuals [ advance / of information communication networks, such 
as the internet, etc. ] using a portable telephone etc. 
<BR>[0003] 

in such an information communication network, information is transmitted by the 
digital signal. . , , . . . . r . 

it is possible to perform a copy of data, without producing most degradation of the 
tone quality by such copy, or image quality, even when an individual user copies the 
music and image data which followed, for example, were transmitted in the above 
information communication networks. 
<BR>[0004] 

Therefore, if the policy for suitable protection of copyrights is not taken when the 
creation object with which the access of authors, such as music data and image data, 
exists on such an information communication network is transmitted, there is a 
possibility of infringing on a copyright person's access remarkably. 
<BR>[0005] 

on the other hand, top priority is given to the object of protection of copyrights, 
and supposing it cannot distribute work data through the digital information 
communication network which carries out sudden expansion size, it will become rather 
disadvantageous also for the copyright person who can collect a fixed royalty on the 
occasion of the duplicate of work data fundamentally. 
<BR>[0006] 

Here, about CD (compact disk) which recorded the music data usually sold, if it 
thinks and sees not taking the case of distribution through the above digital 
information communication networks but taking the case of the record medium which 
recorded the digital data, the music copy of data from CD to magneto-optic disks (MD 
etc.) can be freely performed in principle, as long as the copied music concerned is 
stopped to an individual activity. 

However, the individual user who performs digital sound recording etc. is to pay 
indirectly the fixed amount of the prices of media, such as the digital sound 
recorder machine itself and MD, as a deposit to a copyright person. 
<BR>[0007] 

And in view of such information being digital data which do not almost have copy 
degradation, when the music data which are a digital signal are copied to MD from 
CD, for protection of copyrights, copying music information to MD of further others 
as digital data from recordable MD could not do a device constitutionally, and it is 
come. 

<BR>[0008] 

Since distributing music data and image data to the public through a digital 
information communication network also from such a situation is an act from which 
itself receives the limit by a copyright person's public transmission right, 

Page 5 



3 PA_2002-091827_transl ati on . doc 
sufficient policy for protection of copyrights needs to be devised. 
<BR>[0009] 

in this case, it is necessary for the contents data received once to prevent being 
reproduced still more freely about contents data which are the works transmitted to 
the public through an information communication network, such as music data and 
image data. 
<BR>[0010] 

Then, the data distribution system by which the distribution server holding the 
encryption contents data which enciphered contents data distributes encryption 
contents data through a terminal unit to the memory card with which terminal units, 
such as a portable telephone, were equipped is proposed. _ 
in this data distribution system, it transmits to a distribution server in the case 
of the distribution demand of the open cryptographic key and certificate of the 
memory card beforehand attested by the certificate authority of encryption contents 
data, and the license key for decoding encryption contents data and encryption 
contents data to a memory card, after checking having received the certificate with 
which the distribution server was attested is transmitted. 
And in case encryption contents data and a license key are distributed, a 
distribution server and a memory card generate a different session key for every 
distribution, by the generated session key, encipher a open cryptographic key and 
exchange keys a distribution server and between memory cards. 

<BR>[0011] 

Eventually, a distribution server transmits the license which it was enciphered by 
the open cryptographic key of memory card each, and was further enciphered by the 
session key, and encryption contents data to a memory card. 

And a memory card records the license key and encryption contents data which were 

received on a memory card. 

<BR>[0012] 

And a cellular phone is equipped with a memory card when reproducing the encryption 
contents data recorded on the memory card. 

A cellular phone also has a specialized circuit for decoding the encryption contents 
data from a memory card other than the usual telephone function, and reproducing, 
and outputting to the exterior. 
<BR>[0013] 

Thus, the user of a portable telephone can receive encryption contents data from a 
distribution server using a portable telephone, and can reproduce the encryption 
contents data. 
<BR>[0014] 

<BR>[Problem(s) to be Solved by the invention] 

However, when receiving encryption contents data from a distribution server, a 
portable telephone receives the purchase conditions which set up the count of _ 
playback of the license key which decodes encryption contents data with encryption 
contents data, and encryption contents data, playback length, etc. from a 
distribution server, and records them on a memory card. 
<BR>[0015] 

Moreover, a portable telephone reproduces encryption contents data, when not 
restricted by a count of playback, playback length, etc. which playback of 
encryption contents data received when reproducing encryption contents data. 
<BR>[0016] 

Furthermore, a portable telephone may receive only encryption contents data from 
other than a distribution server, and may record them on a memory card. 
<BR>[0017] 

Therefore, although encryption contents data are recorded on the memory card, when 
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the license key is not recorded on a memory card, encryption contents data and a 
license key are recorded on the memory card, but when playback of encryption 
contents data is restricted by the count of playback, playback length, etc., the 
case where encryption contents data and a license key are not recorded on a memory 
card etc. is assumed. 
<BR>[0018] 

having required distribution of encryption contents data, a license key, etc. of the 
distribution server promptly, when the distribution demand of encryption contents 
data was carried out from a user in this case -- if -- the same encryption contents 
data and a license key are received from a distribution server -- ******** -- the 
same encryption contents data -- receiving — a tariff -- multiple-times payment -- 
it may be unacquainted and a problem arises. 
<BR>[0019] 

Moreover, in order to receive encryption contents data from a distribution server, 

there is also a problem of needing unnecessary time amount. 

<BR>[0020] 

Then, it is made in order that this invention may solve this problem, and the object 
is offering the Data Terminal Equipment which receives chisels, such as required 
encryption contents data and/or a license key, from a distribution server. 
<BR>[0021] 

<BR> [The means for solving a technical problem and an effect of the invention] 

The Data Terminal Equipment by this invention receives the license for reproducing 
the encryption contents data and/or encryption contents data which enciphered 
contents data from a distribution server. 

The data-logging section which is the Data Terminal Equipment which records 
encryption contents data and/or a license, and records encryption contents data and 
a license, . , . . , . , 

It has the interface which controls data transfer with the transceiver section which 
performs the communication link with the exterior, and the data-logging section, the 
key stroke section for inputting directions, and a control section. A control 
section 

If the request to receipt of encryption contents data is inputted through the key 
stroke section 

it searches whether the encryption contents data by which request to receipt was 
carried out are recorded on the data-logging section. 

And when the existence of the license for reproducing the encryption contents data 
by which request to receipt was carried out is searched and encryption contents data 
are not recorded on the data-logging section, 

And/or, when there is no license, distribution of encryption contents data and/or a 
license is required of a distribution server through the transceiver section. 
<BR>[0022] 

in the Data Terminal Equipment by this invention, if the request to receipt of 
encryption contents data is inputted through the key stroke section from a user, a 
control section will search whether the encryption contents data and/or the license 
with which request to receipt was made are recorded on the data-logging section, and 
will require distribution of the encryption contents data which are not recorded on 
the data-logging section, and/or a license of a distribution server. 
That is, a Data Terminal Equipment receives only required encryption contents data 
and a required license from a distribution server according to the encryption 
contents data in the data-logging section, and the record situation of a license, 
and records them on the data-logging section. 
<BR>[0023] 

Therefore, according to this invention, the encryption contents data in the 
data-logging section and the duplicate record of a license can be prevented. 
<BR>[0024] 
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Moreover, according to this invention, it can prevent paying the useless tariff by 
overlapping and receiving a license to a distribution server. 
<BR>[0025] 

Furthermore, according to this invention, it can prevent that useless time amount 

generates encryption contents data by overlapping and receiving. 

<BR>[0026] 

preferably, the control section of a Data Terminal Equipment performs retrieval of 
encryption contents data and/or a license, after the encryption contents data the 
transceiver section carries out [ data ] request to receipt based on the menu 
information on the encryption contents data received from the distribution server 
are determined. 
<BR>[0027] 

A Data Terminal Equipment performs retrieval of encryption contents data and/or a 
license, after the encryption contents data which carry out request to receipt are 
determined based on the menu information received from the distribution server. 
<BR>[0028] 

Therefore, according to this invention, it can judge to accuracy whether the 
encryption contents data and the license by which request to receipt was carried out 
are recorded on the data-logging section. 
<BR>[0029] 

The decision of encryption contents data which carries out request to receipt is 
preferably made by choosing the content id for specifying the encryption contents 
data contained in menu information, and a control section performs retrieval of 
encryption contents data and/or a license based on the selected content ID. 
<BR>[0030] 

A user chooses the encryption contents data which carry out request to receipt by 
specifying the content ID of encryption contents data. 

If it does so, the control section of a Data Terminal Equipment will extract the 
content ID of selected encryption contents data, and will search whether encryption 
contents data and/or a license are recorded on the data-logging section based on the 
extracted content ID. 

<BR>[0031] 

Therefore, according to this invention, retrieval of the encryption contents data in 
the data-logging section and/or a license can be performed to accuracy. 
<BR>[0032] 

Preferably, the control section of a Data Terminal Equipment requires distribution 
of encryption contents data of a distribution server through the transceiver 
section, when encryption contents data are searched and encryption contents data are 
not recorded on the data-logging section. 
<BR>[0033] 

The control section of a Data Terminal Equipment requires distribution of encryption 
contents data and a license of **** which searches the license in the data-logging 
section to a distribution server, when the encryption contents data in the 
data-logging section are searched using content ID and encryption contents data are 
not recorded on the data-logging section. 
<BR>[0034] 

Therefore, according to this invention, the encryption contents data in the 
data-logging section and the record situation of a license are searched promptly, 
and required encryption contents data and a required license can be received from a 
distribution server according to that record situation. 
<BR>[0035] 

Preferably, the control section of a Data Terminal Equipment searches a license, 
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when encryption contents data are recorded on the data-logging section. 

<BR>[0036] 

The control section of a Data Terminal Equipment searches a license, after checking 
that encryption contents data are not recorded on the data-logging section. 
<BR>[0037] 

Therefore, according to this invention, by performing only required retrieval, 
retrieval time can be shortened and exact retrieval can be performed. 
<BR>[0038] 

Preferably, a license consists of the license key for decoding encryption contents 
data at least, and the playback limit information that playback of encryption 
contents data is restricted, and the encryption contents data by which request to 
receipt was carried out are recorded on the data recorder, and a control section 
judges that there is no license, when a license key and playback limit information 
are not recorded on the data-logging section. 
<BR>[0039] 

when the license key and playback limit information which constitute a license are 
not recorded on the data-logging section, the control section of a Data Terminal 
Equipment judges that the license of encryption contents data by which request to 
receipt was carried out wants to exist. 
<BR>[0040] 

Therefore, according to this invention, when only encryption contents data are 
recorded on the data-logging section, a license key and playback limit information 
can be received from a distribution server. 
<BR>[0041] 

A license consists preferably of the license key for decoding encryption contents 
data at least, and the playback limit information restrict playback of encryption 
contents data, and it judges that there is [ control section ] nothing in a license 
when the license key for decoding the encryption contents data by which request to 
receipt was carried out, and its encryption contents data is recorded on the 
data-logging section and playback of encryption contents data is restricted by 
playback limit information. 
<BR>[0042] 

when only the playback limit information which constitutes a license is not recorded 
on the data-logging section, the control section of a Data Terminal Equipment judges 
that the license of encryption contents data by which request to receipt was carried 
out does not exist. 
<BR>[0043] 

Therefore, according to this invention, when only playback limit information is not 
recorded on the data-logging section, playback limit information can be received 
from a distribution server, and a license can be acquired. 
<BR>[0044] 

preferably, the control section of a Data Terminal Equipment transmits to a 
distribution server through the transceiver section with content ID as purchase 
conditions for a license of the playback limit information after modification 
inputted from the key stroke section. 
<BR>[0045] 

The control section of a Data Terminal Equipment will transmit the purchase 
conditions set up with content ID to a distribution server, if the purchase 
conditions of encryption contents data are set up by changing only playback limit 
information. . . . . 

And a Data Terminal Equipment receives playback limit information from a 
distribution server, and records it on the data-logging section. 
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Therefore, according to this invention, also when a license is purchased, encryption 
contents data are reproduced and a license is lost, encryption contents data can be 
reproduced by newly purchasing only playback limit information from a distribution 
server. 
<BR>[0047] 

preferably, content ID is acquired by equipping a Data Terminal Equipment with a 
display further, and inputting the information for choosing content ID based on the 
menu information as which the control section displayed menu information on the 
display, and the user was displayed on the display through the key stroke section. 
<BR>[0048] 

The menu information distributed from the distribution server is displayed on the 
display of a Data Terminal Equipment. 

And a user inputs the information for choosing the content ID of encryption contents 
data which looks at the menu information displayed on the display, and wishes to 
receive from the key stroke section. 

If it does so, a control section will acquire the content ID chosen through the key 

stroke section. 

<BR>[0049] 

Therefore, according to this invention, a user can determine the encryption contents 
data which wish to receive based on vision information. 

Moreover, since the information for choosing content ID is inputted according to 
this invention, a control section can perform retrieval of encryption contents data 
and/or a license promptly based on the selected content ID. 
<BR>[0050] 

Preferably, menu information consists of two or more screens including the shift 
information for shifting to other screens, and a control section will display other 
screens determined based on shift information on a display, if shift information is 
inputted from the input section including the input section for a display to input 
shift information. 
<BR>[0051] 

if a user inputs and does shift information so when the encryption contents data 
which wish to receive are not contained in the menu information displayed on the 
display of a Data Terminal Equipment, the control section of a Data Terminal 
Equipment will shift to the next screen, and will display new menu information on a 
display. 
<BR>[0052] 

Therefore, according to this invention, the encryption contents data which wish to 

receive can be chosen from many encryption contents data. 

<BR>[0053] 

Preferably, the control section of a Data Terminal Equipment receives a license, 
only when the purchase conditions of a license, and the authentication data and 
content ID of the data-logging section which were acquired through the interface are 
transmitted to a distribution server through the transceiver section and 
authentication data are attested in a distribution server. 
<BR>[0054] 

Only when a distribution server attests the authentication data sent from the 
data-logging section, a Data Terminal Equipment receives a license. 
<BR>[0055] 

Therefore, according to this invention, it can license only to the regular 
data-logging section. 

Consequently, protection of encryption contents data can be aimed at. 
<BR>[0056] 
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A Data Terminal Equipment is preferably equipped further with the data playback 
section which reproduces encryption contents data according to a license, and a 
control section will give a receipt, its received encryption contents data, and 
required information through an interface to the data playback section from the 
data-logging section among the licenses over encryption contents data for 
information required for the data playback section at least, and encryption contents 
data, if the playback demand of encryption contents data is inputted through the 
key-stroke section. 
<BR>[0057] 

A control section gives drawing, encryption contents data, and information required 
for playback to the data playback section from the data-logging section only for 
information required for playback among the various information which constitutes a 
license at the time of playback of encryption contents data. 

And the data playback section decodes and reproduces encryption contents data using 

required information. 

<BR>[0058] 

Therefore, according to this invention, information required for playback can 

restrict playback of encryption contents data. 

<BR>[0059] 

Preferably, a Data Terminal Equipment is further equipped with the authentication 
data-hold section holding the authentication data to the data-logging section, and 
at the time of playback of encryption contents data, a control section gives [ among 
the licenses over encryption contents data ] a receipt and its received encryption 
contents data to the data playback section through an interface from the 
data-logging section for information required for the data playback section at 
least, only when authentication data are attested in the data- logging section. 
<BR>[0060] 

Only when reproducing the encryption contents data received from the distribution 
server and the justification of a Data Terminal Equipment to the data-logging 
section is checked, a Data Terminal Equipment reproduces a receipt and encryption 
contents data for encryption contents data from the data-logging section. 
<BR>[0061] 

Therefore, according to this invention, only a regular Data Terminal Equipment can 
reproduce encryption contents data. 

Consequently, the illegal copy of encryption contents data etc. can be prevented and 

protection can be aimed at. 

<BR>[0062] 

it is a data recorder with the data-logging section it is desirable and removable 

from a Data Terminal Equipment. 

<BR>[0063] 

a Data Terminal Equipment will boil and record the encryption contents data and 
license which were received on a removable data recorder, if encryption contents 
data and a license are received from a distribution server. 

<BR>[0064] 

Therefore, according to this invention, encryption contents data and/or a license 

are recordable on two or more data recorders. 

<BR>[0065] 

<BR> [Embodiment of the invention] 

It explains to a detail, referring to a drawing about the gestalt of operation of 
this invention. 

In addition, the same sign is given to the same or a considerable part among 

drawing, and the explanation is not repeated. 

<BR>[0066] 
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is a schematic diagram for explaining notionally the whole data distribution system 
configuration which distributes the encryption contents data which the personal 
digital assistant equipment by this invention makes a reproductive object to a 
memory card. 
<BR>[0067] 

in addition, although explained taking the case of the data distribution structure 
of a system which distributes digital music data to each cellular-phone user through 
a portable telephone network below, this invention can be applied, without being 
limited in such a case, when distributing the contents data as other works, for 
example, image data, dynamic-image data, etc., so that it may become clear by the 
following explanation. 
<BR>[0068] 

with reference to 
<A 
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, the distribution carrier 20 relays the distribution demand (distribution request) 
from each cellular-phone user who got through the cellular-phone network of self to 
a license server. 

The license server 10 which manages the music data with which copyright exists 
[ whether the memory card 110 with which a cellular-phone user's portable telephone 
100 accessed in quest of data distribution was equipped has just authentication 
data, and ] 

Namely, after performing authentication processing of whether to be the memory card 
of normal and enciphering music data (it is also called contents data below) with a 
predetermined cipher system to a just memory card 

it licenses as information required for the cellular phone company which is the 
distribution carrier 20 for distributing data in order to reproduce such encryption 
contents data and encryption contents data. 
<BR>[0069] 

The distribution carrier 20 distributes encryption contents data and a license 
through a cellular-phone network and a portable telephone 100 to the memory card 110 
with which the portable telephone 100 which transmitted the distribution demand 
through the cellular-phone network of self was equipped. 
<BR>[0070] 

in 

<A . , 
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, it has the composition that a cellular-phone user's portable telephone 100 is 
equipped with the removable memory card 110, for example. 

A memory card 110 is given to the music playback section in a portable telephone 100 
(not shown) after decoding the encryption performed in a receipt and the 
above-mentioned distribution in the encryption contents data received by the 
portable telephone 100. 
<BR>[0071] 

furthermore -- for example, the head telephone 130 grade which the cellular-phone 
user connected to the portable telephone 100 -- minding -- such contents data -- 
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"-- reproducing, " carrying out and hearing is possible. 
<BR>[0072] 

Below, it will combine with such a license server 10 and the distribution carrier 

20, and will be named the distribution server 30 generically. 

<BR>[0073] 

Moreover, suppose that the processing which transmits contents data to each portable 
telephone etc. is called "di stnbution" from such a distribution server 
30. 

<BR>[0074] 

it becomes a difficult configuration to play music in response to distribution of 
contents data first, by considering as such a configuration, from the distribution 
server 30, if a memory card 110 is not used. 
<BR>[0075] 

And in the distribution carrier 20, it becomes easy that the distribution carrier 20 
collects the royalty generated by carrying out counting of the frequency whenever it 
distributes the contents data for one music whenever a cellular-phone user receives 
contents data (download) with the phonecall charges of a portable telephone, then 
for a copyright person to secure a royalty. 
<BR>[0076] 

Being needed on a system, in order to make refreshable the contents data enciphered 

and distributed in a configuration as shown in 

<A 
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%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000003" 
TARGET="tjitemdrw">drawinq 1</A> 

at the user side of a cellular phone . 

It is a method for distributing the cryptographic key in a commum cation link to the 

1st. Further to the 2nd 

It is the method itself which enciphers contents data to distribute, and is the 
configuration of realizing contents data protection for preventing further the 
unapproved copy of the contents data distributed to the 3rd in this way. 
<BR>[0077] 

The recording apparatus and data playback terminal (the data playback terminal which 
can reproduce contents is also called portable telephone.) with which authentication 
and the check function of this invention of operation of as opposed to [ in / 
especially in a gestalt / the time of distribution and generating of each 
reproductive session ] the migration place of these contents data were enriched, and 
un-attesting or a decode key was torn 

the following -- being the same -- by preventing the output of the contents data to 
receive explains the configuration which strengthens the protection of copyrights of 
contents data. 
<BR>[0078] 

<A 
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TARGET="tjitemdrw">Drawing 2</A> 

is drawing explaining properties, such as data for the communication link used, and 
information, in the data distribution system shown in 

<A 
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TARGET="tjitemdrw">drawing 1</A> 
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<BR>[0079] 

First, the data distributed from the distribution server 30 are explained. 
Data(s) are contents data, such as music data. 

Encryption which can be decoded with the license key Kc is given to the contents 

Encryption contents {data Data} Kc to which encryption which can be decoded with the 
license key Kc was given is distributed to a cellular-phone user from the 
distribution server 30 in this format. 
<BR>[0080] 

in addition, in the following, it shall be shown that a notation called {Y} x gave 

encryption which can be decoded with the decode key x for Data Y. 

<BR>[0081] 

Furthermore, from the distribution server 30, additional information Data-inf as 
plaintext information, such as copyright about contents data or server access 
relation, is distributed with encryption contents data. ... x 

Moreover, the transaction ID which is control code for specifying distribution of 
the encryption contents data from the distribution server 30, a license key, etc. is 
exchanged between the distribution server 30 and a portable telephone 100. 
Furthermore, the license ID which is Control Code which can specify issuance of the 
content ID which is a code for identifying the contents data Data as license 
information, and a license . 

Are generated based on the license purchase conditions AC including information 
determined by assignment from a user side, such as the number of licenses, and 
functional definition. . , 

The playback length AC2 grade which are the access-restriction information AC 1 
which is the information about the limit to access of a recording device Cmemory 
card), and the control information in a data playback terminal exists. 
Henceforth, suppose that the license key Kc, content id, License id, the count 
length AC 1 of playback, and the playback length AC 2 are combined, and it is named 
a license generically. 
<BR>[0082] 
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is drawing explaining properties, such as data for employment of the authentication 
used in the data distribution system shown in 
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, and an inhibited class list, and information. 

<BR>[0083] 

in the gestalt of operation of this invention, for every class of the portable 

telephone which reproduces a recording apparatus (memory card) and contents data, 

the inhibited class list CRL (Class Revocation List) is employed so that 

distribution of contents data and playback can be forbidden. 

Below, Notation CRL may express the data in an inhibited class list if needed. 

<BR>[0084] 

The inhibited class list data CRL which listed the class of the portable telephone 
with which distribution of a license and playback are forbidden, and a memory card 
are contained in inhibited class list related information. 
<BR>[0085] 

while the inhibited class list data CRL are managed within the distribution server 
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30, record maintenance of them is carried out also into a memory card. 
Althouqh it is necessary to upgrade at any time and to update data, about 
modification of data, such an inhibited class list judges the existence of renewal 
of the inhibited class list received from the portable telephone on the basis of the 
time at the time of distributing the license of encryption contents data, a license 
key, etc. fundamentally, and when not updated, it distributes the updated inhibited 
class list to a portable telephone. 

moreover, the difference which reflected only the changed part about modification of 
an inhibited class list -- ** considered as the configuration which generates data 
CRL_dat from the distribution server 30 side, and by which the inhibited class list 
CRL of [ in a memory card ] is rewritten according to this is possible. 
Moreover, about the version of an inhibited class list, CRL_ver is outputted from a 
memory card side and version control is performed by checking this by the 
distribution server 30 side. . . . j _ 

difference -- the information on a new version is also included in data CRL_dat. 
<BR>[0086] 

Thus, supply of the license key to the portable telephone and memory card by which 
the decode key of a proper was torn is forbidden to the class of a class proper, 
i.e., a portable telephone, and memory card by carrying out maintenance employment 
of the inhibited class list CRL not only a distribution server but into a memory 

It becomes impossible for this reason, for playback of contents data to move 

contents data in a portable telephone at a memory card. 

<BR>[0087] 

Thus, the inhibited class list CRL of [ in a memory card ] is considered as the 
configuration which updates data serially at the time of distribution. _ 
Moreover, management of the inhibited class list CRL of [ in a memory card J is 
considered as the configuration which can alter the inhibited class list data CRL 
from an upper level neither with a file system nor an application program by 
recording on a tamper rejisutanto module (Tamper Resistance Module) within a 
memory card independently of an upper level etc. 

Consequently, the protection of copyrights about data can be made firmer. 
<BR>[0088] 

The open cryptographic keys KPpn and KPmci of a proper are formed in a portable 
telephone and a memory card, respectively, and the open cryptographic keys KPpn and 
KPmci can be decoded to a portable telephone, respectively with the secrecy decode 
key Kpn of a proper, and the secrecy decode key Kmci of a memory card proper. 
These disclosure cryptographic key and a secrecy decode key have a different value 
for every class of every class of portable telephone, and memory card. 
These open cryptographic keys and a secrecy decode key are named genencally, and a 
class key is called. 
<BR>[0089] 

Moreover, Crtfn and Cmci are prepared, respectively as a data playback terminal 
(portable telephone) and a class certificate of a memory card. 

These class certificates have different information for every class of a memory card 
and a contents playback terminal. 

To the class key with which the code with a class key was broken, namely, the 
secrecy decode key was acquired, it is listed by the inhibited class list and set as 
the prohibition object of license issuance. 
<BR>[0090] 

The open cryptographic key and class certificate of these memory cards and a 

contents playback terminal proper are recorded [ the authentication data 

{KPmci //cmci} KPma and in the form of {KPpn//crtfn} KPma ] on a memory card and a 

data playback terminal (portable telephone), respectively at the time of shipment. 

Although the back is explained to a detail, KPma is a open authentication key common 

to the whole distribution system. 

<BR>[0091] 



Page 15 



DPA_2002-091827_translation.doc 

<A 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi _e j j e?u=http%3A%2F%2Fwww4 . i pd 
1 .nci pi . go. ip%2FTokuiitu%2Ftii temdrw. ipd1%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3 F6%3 E7%3D8%2 F%2 F%2 F%26N0001%3Dl2%26N05 5 2%3D9%26N05 5 3%3D000006" 
TARGET="tjitemdrw">Drawing 4</A> . 
is drawing which summarizes the property of the key in connection with encryption, 
and is explained in the data distribution system shown in 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j j e?u=http%3A%2F%2Fwww4 . i pd 
1 .nci pi .go.ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FN0000%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3 F6%3E7%3D8%2 F%2 F%2 F%26n0001%3d12%26n05 52%3d9%26n05 53%3D000003 " 
TARGET="tjitemdrw">drawing 1</A> 

<BR>[0092] 

As a cryptographic key for the nondisclosure in the data transfer between the 
outside of a memory card, and a memory card, whenever distribution of contents data 
and playback are performed, the common keys Ksl-Ks3 generated in the distribution 
server 30, a portable telephone 100, and a memory card 110 are used. 
<BR>[0093] 

here, the common keys Ksl-Ks3 are the unit of the communication link between a 
distribution server, a portable telephone, or a memory card, or the unit of access 
-- "-- it is the common key of a proper generated in every session" , and 
suppose that these common keys Ksl-Ks3 are also called a " session key" to 
below. 
<BR>[0094] 

These session keys Ksl-Ks3 are managed by a distribution server, a portable 
telephone, and the memory card by having the value of a proper for every 
communication link session. ... . 

Specifically, the session key Ksl is generated for every distribution session by the 
distribution server. . 

The session key Ks2 is generated for every distribution session and playback session 
by the memory card, and the session key Ks3 is generated for every playback session 
in a portable telephone. 

in each session, the security reinforcement in a session can be raised by delivering 
and receiving these session keys, and transmitting a license key etc. in response to 
the session key generated by other devices, after performing encryption by this 
session key. 
<BR>[0095] 

Moreover, the secrecy decode key Km of a proper exists for every memory card which 
can decode the data enciphered as a key for managing data processing in a memory 
card 110 by open cryptographic key KPm which is cal Ted a memory card, and which is 
set up for every medium, and the open cryptographic key KPm. 
<BR>[0096] 

<A 
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is the outline block diagram showing the configuration of a license server 10 shown 
i n 
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<BR>[0097] 
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The information database 304 for a license server 10 to hold the data which 
enciphered contents data according to the predetermined method, and delivery 
information, such as License ID, . 
The accounting database 302 for holding the accounting information which followed 
the access initiation to contents data for every cellular-phone user, 
The CRL database 306 which manages the inhibited class list CRL, and the menu 
database 307 holding the menu of the contents data held at the information database, 
The distribution record database 308 holding the transaction ID which specifies 
distribution of contents data, a license key, etc., 

A bus BS 1 is minded for the data from the information database 304, the accounting 

database 302, the CRL database 306, the menu database 307, and the distribution 

record database 308. A receipt, _ . . 

It has the data-processing section 310 for performing predetermined processing, and 

the communication device 350 for performing data transfer between the distribution 

carrier 20 and the data-processing section 310 through a communication network. 

<BR>[0098] 

The distribution control section 315 for the data-processing section 310 to control 
actuation of the data-processing section 310 according to the data on a bus BS 1, 
The session key generating section 316 for being controlled by the distribution 
control section 315 and generating the session key Ksl at the time of a distribution 

The authentication key attaching part 313 holding the open authentication key for 
decoding the authentication data KPma for the authentication sent from the memory 
card and the portable telephone {KPmci//Cmci}, 

The authentication data KPma for the authentication sent from the memory card and 

the portable telephone {KPmci//Cmci } are received through a communication device 350 

and a bus BS 1. .... 

The decode processing section 312 which performs decode processing with the open 

authentication key KPma from the authentication key attaching part 313, 

The session key Ksl generated from the session key generating section 316 is 

enciphered using the open cryptographic key KPmci obtained by the decode processing 

section 312. , , . 

The encryption processing section 318 for outputting to a bus BS 1 and the decode 

processing section 320 which performs decode processing in response to the data 

transmitted after being enciphered by the session key Ksl from a bus BS 1 are 

included. 

<BR>[0099] 

The data-processing section 310 contains the encryption processing section 326 for 
enciphering further the license key Kc and the playback length AC 2 which are given 
from the distribution control section 315 by the open cryptographic key KPm of the 
memory card proper obtained by the decode processing section 320, and the encryption 
processing section 328 for enciphering further and outputting the output of the 
encryption processing section 326 to a bus BS 1 by the session key Ks2 to which it 
is given from the decode processing section 320. 
<BR>[0100] 

About the actuation in the distribution session of a license server 10, the back is 

explained to a detail using a flow chart. 

<BR>[0101] 
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is an outline block diagram for explaining the configuration of the portable 

telephone 100 shown in 

<A 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j je?u=http%3A%2F%2Fwww4 . i pd 
l.ncipi.go.ip%2FTokujitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N0552%3D9%26N0553%3D000003" 

Page 17 



3 PA_2002-091827_transl ati on . doc 
TARGET="tjitemdrw">d rawing 1</A> 

<BR>[0102] 

A portable telephone 100 contains the controller 1106 for controlling actuation of a 
portable telephone 100 through the bus BS 2 and Bus BS 2 for performing data 
transfer of the transceiver section 1104 for changing into baseband signaling in 
response to the signal from the antenna 1102 for receiving the signal By which a 
radio transmission is carried out with a cellular-phone network, and an antenna 
1102, or modulating the data from a portable telephone, and giving an antenna 1102, 
and each part of a portable telephone 100. 
<BR>[0103] 

A portable telephone 100 contains the voice playback section 1112 for reproducing 
voice further based on the received data given through a database BS 2 in the 
display 1110 and the usual call actuation for giving a cellular-phone user the 
information outputted from the key stroke section 1108 and the controller 1106 grade 
for giving the directions from the outside to a portable telephone 100 as vision 
information. 
<BR>[0104] 

A portable telephone 100 contains the terminal 1114 for outputting further the 
output of da converter 1113 which changes the output of the voice playback section 
1112 into an analog signal from a digital signal, and DA converter 1113 to an 
external output unit etc. 

<BR>[0105] 

A portable telephone 100 contains the microphone 1115 which inputs the sound signal 
about which the user of a portable telephone 100 spoke, a-d converter 1116 which 
changes the sound signal from a microphone 1115 into a digital signal from an analog 
signal, and the voice coding section 1117 which encodes according to a predetermined 
method and gives the digital signal from A-D converter 1116 to a bus BS 2 in the 
further usual call actuation. 
<BR>[0106] 

A portable telephone 100 includes the memory interface 1200 for controlling transfer 
of the data between the removable memory cards 110, the memory cards 110, and Buses 
BS 2 for memorizing the contents data (music data) from the distribution server 30, 
and carrying out decryption processing further. 

<BR>[0107] 

a portable telephone -- 100 -- further -- a portable telephone -- a class (class) -- 
every -- respectively -- setting up -- having -- disclosure -- a cryptographic key 
-- KPp -- one -- and -- a class -- a certificate -- Crtf -- one -- disclosure -- 
decode -- a key -- KPma -- decoding -- things -- the -- justification -- it can 
attest -- a condition -- having enciphered -- authentication -- data -- {-- KPp -- 
one -- /-- /-- Crtf -- one --} -- KPma -- holding -- authentication -- data-hold -- 
the section -- 1202 -- containing . 

Here, the class n of a portable telephone (Data Terminal Equipment) 100 presupposes 

that it is n= 1. 

<BR>[0108] 

A portable telephone 100 contains Kpl attaching part 1204 which holds further Kpl 
which is the decode key of a portable telephone (contents regenerative circuit) 
proper, and the decode processing section 1206 which obtains the session key Ks2 
which decoded carrier beam data by Kpl from the bus BS 2, and was generated by the 
memory card 110. 
<BR>[0109] 

A portable telephone 100 further 

The session key generating section 1210 which generates the session key Ks3 for 
enciphering the data which set and are carried out on a bus BS 2 between memory 
cards 110 in the playback session which reproduces the contents data memorized by 
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the memory card 110 with a random number etc., 

The encryption processing section 1208 which enciphers the generated session key Ks3 
by the session key Ks2 obtained by the decode processing section 1206, and is 
outputted to a bus BS 2 is included. 
<BR>[0110] 

A portable telephone 100 contains further the decode processing section 1212 which 

decodes and outputs the data on a bus BS 2 by the session key Ks3. 

<BR>[0111] 

The decode processing section 1214 which decodes a portable telephone 100 further 
with the license key Kc acquired from the bus BS 2 from the decode processing 
section 1212 in response to encryption contents {data Data} Kc, and outputs contents 
data, 

The music playback section 1216 for reproducing contents data in response to the 
output of the decode processing section 1214, 

DA converter 1218 which changes the output of the music playback section 1216 into 
an analog signal from a digital signal, 

The switch 1222 for outputting from a terminal 1114 or a terminal 1220 selectively 
in response to the output of DA converter 1113 and DA converter 1218 according to a 
mode of operation, 

in response to the output of a switch 1222, the connection terminal 1224 for 

connecting with a head telephone 130 is included. 

<BR>[0112] 

in addition, in 
<A 
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, for the simplification of explanation, only the block in connection with 
distribution and playback of this invention of music data is indicated among 
portable telephones, and the publication is omitted in part about the block about 
the call function with which the portable telephone is originally equipped. 
<BR>[0113] 

About the actuation in each session of each component of a portable telephone 100, 

the back is explained to a detail using a flow chart. 

<BR>[0114] 

<A 
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is an outline block diagram for explaining the configuration of a memory card 110. 
Although KPmci and Kmci are prepared in a memory card and the class certificate Cmci 
of a memory card is formed in it as the open cryptographic key and secrecy decode 
key of a proper as already explained, in a memory card 110, these shall be expressed 
with the natural number i= 1, respectively. 

<BR>[0115] 

Therefore, the authentication data-hold section 1400 in which a memory card 110 
holds the authentication data {KPmcl//cmcl} KPma, 

Kmcl attaching part 1402 holding Kmcl which is the decode key of the proper set up 
for every class of memory card, 

Kml attaching part 1421 holding the secrecy decode key Kml set as a proper for every 
memory card and KPml attaching part 1416 holding the open cryptographic key KPml 
which can be decoded by Kml are included. 

authentication -- data-hold -- the section -- 1400 -- a memory card -- a class -- 
and -- a class -- every -- respectively -- setting up -- having -- secrecy -- a 
cryptographic key -- KPmc -- one -- and -- a class -- a certificate -- Cmc -- one -- 
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disclosure -- authentication -- a key -- KPma -- decoding -- things -- the -- 
justification -- it can attest -- a condition -- having enciphered -- authentication 
-- data -- {-- KPmc -- one -- /-- /-- One — one --} -- KPma -- ****** -- holding . 
<BR>[0116] 

Thus, by preparing the cryptographic key of a recording device called a memory card, 
it becomes possible to perform management of the distributed contents data or the 
enciphered license key per memory card so that it may become clear by the following 
explanation. 
<BR>[0117] 

The interface 1423 with which a memory card 110 delivers further and receives a 
signal through a terminal 1201 between the memory interfaces 1200, 
The bus BS 3 which exchanges a signal between interfaces 1423 

The secrecy decode key Kmcl of a proper is received from Kmcl attaching part 1402 
for every class of the data given to a bus BS 3 from an interface 1423 to memory 
card . 

The decode processing section 1404 which outputs the session key Ksl which the 
distribution server 30 generated in the distribution session to Contact Pa, 
The decode processing section 1408 which performs decode processing by KPma from the 
data given to a bus BS 3 in response to the authentication key KPma from the KPma 
attaching part 1414, and outputs a decode result to the encryption processing 
section 1410, 

The encryption processing section 1406 which enciphers the data selectively given by 
the change-over switch 1444, and is outputted to a bus BS 3 with the key selectively 
given by the change-over switch 1442 is included. 

<BR>[0118] 

The session key generating section 1418 in which a memory card 110 generates the 

session key Ks2 in each session of distribution and playback further, 

The encryption processing section 1410 which enciphers the session key Ks2 which the 

session key generating section 1418 outputted by the open cryptographic keys KPpn 

and KPmci obtained by the decode processing section 1408, and is sent out to a bus 

BS 3, . 

It decodes by the session key Ks2 obtained from the session key generating section 

1418 in response to the data enciphered by the session key Ks2 from the bus BS 3, 

and the decode processing section 1412 which sends out a decode result to a bus BS 4 

is included. 

<BR>[0119] 

The decode processing section 1422 for a memory card 110 to decode the data on a bus 
BS 3 further with the open cryptographic key KPml and the secrecy decode key Kml of 
memory card 110 proper which makes a pair, 

while storing in response to the inhibited class list data CRL updated serially from 
a bus BS 4 by data CRL_dat for the renewal of a version of an inhibited class list 
Encryption contents data {Data} The memory 1415 for storing in response to Kc and 
additional information Data-inf from a bus BS 3 is included. 
Memory 1415 is constituted by semiconductor memory. 

Moreover, memory 1515 consists of data area 1415B which recorded CRL field 1415A 
which recorded the inhibited class list CRL, Header containing content ID, 
encryption contents {data Data} Kc, and related information Data-inf of encryption 
contents data. 
<BR>[0120] 

A memory card 110 contains the license information attaching part 1440 for holding 
further the license acquired by the decode processing section 1422, and the 
controller 1420 for performing data transfer between the exteriors through a bus BS 
3, and controlling actuation of a memory card 110 in response to playback 
information etc. between buses BS 4. 
<BR>[0121] 

The license information attaching part 1440 has a bank of N individual (N: natural 
number), and holds the license corresponding to each license for every bank. 
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<BR>[0122] 

In addition, in 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi_e j j e?u=http%3A%2F%2 Fwww4 . i pd 
l.ncipi.go.ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FN0000%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
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TARGET="tjitemdrw">drawing 7</A> , , 

, the field enclosed with a continuous line shall be included in the module trm for 
making impossible read-out of the data in the circuit which exists in the field to a 
third party etc. by elimination of an in-house data, or destruction of an internal 
circuitry, if unjust opening processing from the outside etc. is performed in a 
memory card 110. . , _ . 

Generally such a module is a tamper resistance module (Tamper Resistance Module). 
<BR>[0123] 

Of course, it is good also as a configuration incorporated in Module TRM also 
including memory 1415. , 

However, since each playback information required for the playback currently held in 
memory 1415 by considering as a configuration as shown in 

<A 

HREF=" http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi_e j j e?u=http%3A%2 F%2Fwww4 . i pd 
l.ncipi\go.ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N0552%3D9%26N0553%3D000009" 
TARGET="tjitemdrw">d rawing 7</A> 

is data enciphered, since a third party does not need to form memory 1415 in an 
expensive tamper resistance module impossible as for playing music, he has the 
advantage that a manufacturing cost is reduced, only by the data in this memory 
1415. 

<BR>[0124] 

Henceforth, for simplification, the access-control information AC 1 shall restrict 
only the playback length which is the control information which specifies the length 
when the regenerative-circuit control information AC 2 is refreshable only for the 
count of playback which is the control information which restricts the count of 
playback, and shall call the access-control information AC 1 and the 
regenerative-circuit control information AC 2 the count limit AC 1 of playback, and 
the playback length AC 2, respectively. 
<BR>[0125] 

with reference to 

<A . , 
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, various kinds of conditions in the memory card 110 on which encryption contents 
{data Data} Kc and the license which consists of the license key Kc, the count limit 
AC 1 of playback, and playback length AC2 grade were recorded are explained. 
In addition, in 
<A 
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, the case where there is no limit in the count limit AC 1 of playback is expressed 
with "FF" , and the case where there is no limit in the playback length AC 

2 is expressed with "00." 

Encryption contents {data Data} Kc and a license are recorded on the memory card 

110, and (a) of 

<A 
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%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000010" 
TARGET="tjitemdrw">drawing 8</A> 

shows the case where encryption contents {data Data} Kc and a license are newly 
received from the distribution server 30. . 
Moreover, encryption contents {data Data} Kc and the license key Kc exist, and (b) 
of 
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shows the case where playback of encryption contents {data Data} Kc is restricted by 
the part and the count limit AC 1 of playback. 

Furthermore, encryption contents {data Data} Kc and a license are recorded, and (c) 
of 
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shows the case where the license which reproduces a part of encryption contents 

{data Data} Kc(s) is not recorded. 

<BR>[0126] 

Encryption contents data: {Data(55019930112)} Kc specified by content ID: 55019930112 , 

and 55019951013 and 55019630122 with reference to (a) of 

<A 
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(55019930112), 

{Data (55019951013)} Kc (55019951013), 
{Data (55019630122)} Kc (55019630122), 

The license key for decoding the encryption contents data: AAF53951046FD356ABCC, 
96F539510456AB332C55, and F6F53695104AF3323C31 are recorded. 

Moreover, content ID: Although the encryption contents data specified by 55019951013 
and 55019630122 have the count limit AC 1 of playback, and the unrestricted playback 
length AC 2, the playback length AC 2 of the count limit AC 1 of playback of the 
encryption contents data specified by content ID: 55019930112 is unrestricted 20 
times. 

Therefore, the license over three encryption contents {data Data} Kc(s) recorded on 
data area 1415B is recorded on the license information attaching part 1440. 
<BR>[0127] 

(b) of 
<A 
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__ referring to -- content ID: -- license key :AAF53951046FD356ABCC for decoding 
encryption contents data: {Data(55019930112)} Kc (55019930112) specified by 
55019930112 and 55019951013, {Data(55019951013) } Kc (55019951013), and its 
encryption contents data and 96F539510456AB332C55 are recorded. 

Moreover, content ID: Although the encryption contents data specified by 55019951013 
have the count limit AC 1 of playback, and the unrestricted playback length AC 2, 
the playback length AC 2 of the count limit AC 1 of playback of the encryption 
contents data specified by content ID: 55019930112 is unrestricted 0 times. 
Therefore, as for one encryption contents data, the license is not recorded on the 
license information attaching part 1440 between two encryption contents {data Data} 
Kc(s) recorded on data area 1415B. 
<BR>[0128] 
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(c) of 

<A 
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__ referring to -- content ID: -- license key:AAF53951046FD356ABCC for decoding 
encryption contents data:{Data(55019930112)} Kc (55019930112) specified by 
55019930112 and 55019951013, {Data(5 5019951013)} Kc (55019951013), and its 
encryption contents data and 96F539510456AB332C55 are recorded. 

Moreover, content ID: The encryption contents data specified by 55019951013 have the 
count limit AC 1 of playback, and the unrestricted playback length AC 2, and the 
playback length AC 2 of the count limit AC 1 of playback of the encryption contents 
data specified by content ID: 55019930112 is unrestricted 20 times. 
Furthermore, content id: Although encryption contents data: {Data(55019630122)} Kc 
(55019630122) specified by 55019630122 is recorded on data area 1415B, the license 
which consists of the license key Kc for reproducing the encryption contents data, 
the count limit AC 1 of playback, and the playback length AC 2 is not recorded on 
the license information attaching part 1440. 

Therefore, the license over one encryption contents data does not exist among three 

encryption contents {data Data} Kc(s) recorded on data area 1415B. 

<BR>[0129] 

As explained with reference to 
<A 
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, various kinds of conditions exist in a memory card 110 by whether the encryption 
contents data {Data} kc, the license key Kc, the count limit AC 1 of playback, and 
the playback length AC 2 are recorded. 
<BR>[0130] 

Next, a portable telephone 100 is equipped with the memory card 110 on which 
encryption contents {data Data} Kc, the license key Kc, etc. were recorded in 
various kinds of condition, and actuation when request to receipt of encryption 
contents data is carried out from the user of a portable telephone 100 is explained. 

<BR>[0131] 
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<A 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi _e j j e?u=http%3A%2F%2Fwww4 . i pd 
1 .nci pi .go.ip%2FTokuiitu%2Ftjitemdrw.ipdl 0 /o3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3f6%3e7%3d8%2f%2F%2F%26n0001%3d12%26n0552%3d9%26n0553%3d000014" 

TARGET="tiitemdrw">d rawing 12</A> 

are the 1st for explaining the distribution actuation (henceforth a distribution 
session) generated at the time of the purchase of the encryption contents data in 
the data distribution system shown in 
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- the 4th flow chart. 

<BR>[0132] 
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If the distribution demand of contents data is made through the key stroke section 
1108 with reference to 
<A 

HREF="http : //www4. i pdl . nci pi . go . jp/cgi -bi n/tran_web_cgi_e j je?u=http%3A%2F%2Fwww4 . i pd 
1 .ncipi .go. jp%2FTokujitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000011" 
TARGET=" t j i temd rw">d rawi nq 9</A> 

from the user of a portable telephone 100, a portable telephone 100 will transmit 
the Request to Send of a contents menu to the distribution server 30 (step S70) . 
if the Request to Send of a contents menu is received through a communication device 
350 and a bus BS 1 (step S72) , from the menu database 307, read-out will be minded 
for a contents menu, and the distribution control section 315 of the distribution 
server 30 will mind a bus BS 1 and a communication device 350 for the read contents 
menu through a bus BS 1, and will transmit to a portable telephone 100 (step S74) . 
A portable telephone 110 receives a contents menu by the transceiver section 1104, 
and a controller 1106 displays a contents menu on a display 1110 (step S76) . 
<BR>[0133] 

If it does so, the contents menu 60 shown in 
<A 
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will be displayed on the display 1110 of a portable telephone 100. 

A user chooses the numbers 001, 002, and 003 of the contents menu 60, and the 

encryption contents data which wish to distribute by choosing ... 

The shift section 1111 for shifting to another screen is formed in the display 1110. 

A user clicks the shift section 1111, when the encryption contents data wished to 

have into the contents menu 60 displayed on the display 1110 are not displayed. 

The address for shifting to another screen is included in the shift section 1111. 

<BR>[0134] 

it is required that a controller 1106 will transmit the address included in the 
shift section 1111 to the distribution server 30 through the transceiver section 
1104, and the controller 1106 of a portable telephone 100 will transmit another 
screen if it judges whether it is the no as which contents were chosen (step S78) 
and the shift section 1111 is clicked. 
And steps S70-S78 are repeated. 

That is, two or more screens which consist of the contents menu 60 are arranged 
hierarchical, the contents menu is constituted, and although each screen is the 
encryption contents data and the same genre from which a genre differs, it is 
constituted by the contents menu which consists of other encryption contents data 
etc. 

<BR>[0135] 

And when the encryption contents data to wish to have are not contained in the 
contents menu sent by two or more screens from the distribution server 30, 
distribution actuation shifts to step S170, and distribution actuation is ended. 
<BR>[0136] 

The contents menu 60 contains the content ID for specifying encryption contents 
data, and when encryption contents data are chosen in step S78, the content ID of 
the encryption contents data chosen from the contents menu is extracted (step S80) . 
<BR>[0137] 

And the purchase conditions AC for purchasing the license of encryption contents 

data through the key stroke section 1108 are inputted (step S82) . 

That is, in order to purchase the license key Kc which decodes selected encryption 

contents data, the count limit AC 1 of playback and the playback length AC 2 of 

encryption contents data are set up, and the purchase conditions AC are inputted. 

<BR>[0138] 
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If the purchase conditions AC of encryption contents data are inputted, a controller 
1106 will search whether encryption contents {data Data} Kc which has the same 
content ID as the content ID to selected encryption contents data is recorded on the 
memory card 110 (step S84) . 

in this case, a controller 1106 transmits the content ID corresponding to selected 
encryption contents data to a memory card 110 through the memory interface 1200. 
The controller 1420 of a memory card 110 searches whether the encryption contents 
data as which the user chose content ID from the contents menu by whether it is in 
agreement with the content ID by which a receipt and its received content ID are 
contained in Headerl424 of memory 1415 are recorded on the memory card 110 from the 
portable telephone 100 through the interface 1423 and the bus BS 3. 
<BR>[0139] 

In this case, if signature data using the Hash Function etc. considering Header and 
Data-inf which were recorded on the memory 1415 of a memory card 110, and {Data} Kc 
as one data stream are collectively dealt with as shown in 
<A 
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, reorganization of content ID can be prevented. 

what is necessary is just to perform the check of a signature also about the thing 

corresponding to the time of inspection of content ID. 

<BR>[0140] 

And a controller 1106 stands flag "Yes" for acquiring data from the 
distribution server 30, when it judges whether selected encryption contents data are 
recorded on the memory card 110 (step S86) and encryption contents data are not 
recorded on a memory card 110 (step S88) . 

The check of a license is performed when encryption contents data are recorded on 
the memory card 110 (step S90) . 

That is, the check of a license is performed by whether the license key Kc is 
recorded on the memory card 110 as having explained with reference to 

<A 
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, or playback of encryption contents data is not restricted by the count limit AC 1 

of playback, and the playback length AC 2. 

when a license does not exist, it shifts to step S94. 

when a license exists and encryption contents data can be reproduced, a controller 
1106 displays "license simple substance purchase ?" on a display 1110, and 
it is sure of the intention of whether to purchase only a license alone (step S92) . 
if directions of the purport which does not purchase only a license are inputted 
from the key stroke section 1108, a controller 1106 will shift to step S170, and 
will end distribution actuation of encryption contents data. 

A controller 1106 will stand flag &quot ; No&quot ; which does not acquire data from 
the distribution server 30, if directions of the purport which purchases only a 
license alone are inputted from the key stroke section 1108 (step S94) . 
<BR>[0141] 

Next, with reference to 
<A 
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, the distribution request by assignment of content ID (step S80 reference) that the 
user extracted the portable telephone 100 by choosing encryption contents data is 
made (step S100) . 
<BR>[0142] 
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in a memory card 110, the authentication data {KPmcl//Cmcl} KPma are outputted from 
the authentication data-hold section 1400 according to this distribution request 
(step S102). 
<BR>[0143] 

in addition to the authentication data KPma for the authentication from a memory 
card 110 {KPmcl//Cmcl} , a portable telephone 100 transmits the data AC of content ID 
and license purchase conditions to the distribution server 30 (step S104) . 
<BR>[0144] 

in the distribution server 30, content id, the authentication data {KPmcl//Cmcl} 
KPma, and the data AC of license purchase conditions are received from a portable, 
telephone 100 (step S106) , and decode processing is performed for the authentication 
data outputted from the memory card 110 in the decode processing section 312 with 
the open authentication key KPma (step S108) . 
<BR>[0145] 

The distribution control section 315 performs authentication processing which judges 
whether the authentication data which gave the code for proving the justification in 
the engine of normal were received, in order to attest that whether processing 
having been performed normally and a memory card 110 hold the open cryptographic key 
KPmcl and certificate Cmcl from a memory card of normal from the decode processing 
result in the decode processing section 312 (step S110) . 

when it is judged that it is just authentication data, the distribution control 
section 315 recognizes and receives the open cryptographic key KPmcl and a 
certificate cmcl. 

And it shifts to the next processing (step S112) . 

in not being just authentication data, it supposes un-recogmzing, and it ends 
processing without receiving the open cryptographic key KPmcl and a certificate Cmcl 
(step S170). 
<BR>[0146] 

If it is recognized as a result of authentication that it is the device of normal, 
when, as for the distribution control section 315, these class certificates are set 
as the object of an inhibited class list by referring for whether next the class 
certificate Cmcl of a memory card 110 is listed by the inhibited class list CRL to 
the CRL database 306, a distribution session is ended here (step S170) . 
<BR>[0147] 

On the other hand, when the class certificate of a memory card 110 is outside the 
object of an inhibited class list, it shifts to the next processing (step S112) . 
<BR>[0148] 

if it is checked that it is access from the portable telephone equipped with a 
memory card with just authentication data as a result of authentication, and a class 
is outside the object of an inhibited class list, in the distribution server 30, the 
distribution control section 315 will generate the transaction ID which is Control 
Code for specifying distribution (step S113) . 

Moreover, the session key generating section 316 generates the session key Ksl for 

distribution. . .,.,„, 

The session key Ksl is enciphered by the encryption processing section 318 by the 

open cryptographic key KPmcl corresponding to the memory card 110 obtained by the 

decode processing section 312 (step S114) . 

<BR>[0149] 

Transaction ID and the enciphered session key Ksl are outputted outside through a 
bus BS 1 and a communication device 350 as transaction iD//{Ksl} Kmcl (step S116) . 
<BR>[0150] 

When the decode processing section 1404 carries out decode processing of the 
received data with which it was given to the bus BS 3 through the memory interface 
1200 in the memory card 110 when the portable telephone 100 received transaction 
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lD//{Ksl} Kmcl (step S118) with the secrecy decode key Kmcl of memory card 110 
proper held at an attaching part 1402, the session key Ksl is decoded and extracted 
(step S120). 
<BR>[0151] 

A controller 1420 directs generation of the session key Ks2 generated in a memory 
card 110 at the time of distribution actuation to the session key generating section 
1418, if acceptance of the session key Ksl generated by the distribution server 30 
is checked. 
<BR>[0152] 

Moreover, in a distribution session, a controller 1420 extracts data CRL_dat of the 
inhibited class list currently recorded on the memory 1415 in a memory card 110 from 
memory 1415, and outputs it to a bus BS 4. 
<BR>[0153] 

By the session key Ksl given from the decode processing section 1404 through the 
contact Pa of a change-over switch 1442, the encryption processing section 1406 
enciphers data CRL_dat of the session key Ks2 given by switching the contact of 
change-over switches 1444 and 1446 one by one, the open cryptographic key KPml, and 
an inhibited class list as one data stream, and outputs {Ks2//KPml//CRL_dat} Ksl to 
a bus BS 3 (step S122) . 
<BR>[0154] 

Encryption data {Ks2//KPml//CRL_ver} Ksl outputted to the bus BS 3 is outputted to a 
portable telephone 100 through an interface 1423, a terminal 1201, and the memory 
interface 1200 from a bus BS 3, and is transmitted to the distribution server 30 
from a portable telephone 100 (step S124) . 
<BR>[0155] 

The distribution server 30 receives transaction iD//{Ks2//KPml//CRL_dat} Ksl, _ 
performs decode processing by the session key Ksl in the decode processing section 
320, and receives data CRL_dat of the inhibited class list in the open cryptographic 
key KPml and memory card 110 of the session key Ks2 and memory card 110 proper which 
were generated by the memory card 110 (step S126) . 
<BR>[0156] 

The distribution control section 315 generates License ID, the access-restriction 
information AC 1, and the playback length AC 2 according to the data AC of the 
content ID acquired at step S106, and license purchase conditions (step S128) . 
Furthermore, the license key Kc for decoding encryption contents data is acquired 
from the information database 304 (step S130) . 
<BR>[0157] 

The distribution control section 315 gives the generated license Kc, i.e., a license 
key, the playback length AC 2, License ID, content ID, and the access-restriction 
information AC 1 to the encryption processing section 326. 

The encryption processing section 326 shifts to step S134, when it is judged for 
data CRL_dat of the inhibited class list transmitted from the memory card 110 by the 
open cryptographic key KPml of memory card 110 proper obtained by the decode 
processing section 320 in the distribution server 30 whether it is the newest and 
data CRL_dat is judged to be the newest with reference to 
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(step S132) which enciphers a license. 

Moreover, when data CRL_dat is not the newest, it shifts to step S137 (step S133) . 
<BR>[0158] 

when data CRL_dat is judged to be the newest, the encryption processing section 328 
Encryption data {Kc//AC2// license ID// content ID// ACl} outputted from the 
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encryption processing section 326 Kml is enciphered by the session key Ks2 generated 
in the memory card 110. 

Encryption data {kc//ac2// license ID// content ID// {ACl} Kml} Ks2 is outputted to 

a bus BS 1. , , . 

And the distribution control section 315 transmits KC//AC2// license ip// content 

ID// encryption data {{ACl} Kml} Ks2 on a bus BS 1 to a portable telephone 100 

through a communication device 350 (step S134) . 

<BR>[0159] 

And a portable telephone 100 receives Kc//AC2// license ID// content ID// encryption 
data {{ACl} Kml} Ks2 (step S135), and transmits it to a memory card 110 through a 
bus BS 2 and the memory interface 1200. 

The decode processing section 1412 of a memory card 110 decodes Kc//AC2// license 
ID// content ID// encryption data {{ACl} Kml} Ks2 by the session key Ks2 generated 
by the receipt and the session key generating section 1418 through the terminal 1201 
and the interface 1423, and receives Kc//AC2// license ID// content ID// {ACl} Kml 
(step S136). 

Then, it shifts to step S146. 
<BR>[0160] 

On the other hand, if it is judged in the distribution server 30 that CRL_dat is not 
the newest, the distribution control section 315 will acquire data CRL_dat of the 
newest inhibited class list from the CRL database 306 through a bus BS 1 (step 
S137). 
<BR>[0161] 

The encryption processing section 328 is enciphered by the session key Ks2 generated 
in the memory card 110 in response to the output of the encryption processing 
section 326, and newest data CRL_dat of the inhibited class list which the 
distribution control section 315 supplies through a bus BS 1. 
The encryption data outputted from the encryption processing section 328 are 
transmitted to a portable telephone 100 through a bus BS 1 and a communication 
device 350 (step S138) . 
<BR>[0162] 

Thus, by exchanging the cryptographic key generated by the distribution server and 
the memory card, respectively, performing encryption using the cryptographic key 
which each received, and transmitting the encryption data to the other party, mutual 
recognition on data can be performed also in transmission and reception of each 
encryption data, and the security of a data distribution system can be raised. 

<BR>[0163] 

A portable telephone 100 receives transmitted encryption data {Kc//AC2// license 
ID// content ID// {ACl} Kml//CRL_dat} Ks2 (step S140) , and outputs it to a memory 
card 110 through the memory interface 1200. 

in a memory card 110, the received data given to the bus BS 3 are decoded by the 

decode processing section 1412 through a terminal 1201 and an interface 1423. 

The decode processing section 1412 decodes the received data of a bus BS 3 using the 

session key Ks2 given from the session key generating section 1418, and outputs them 

to a bus BS 4 (step S142) . 

<BR>[0164] 

in this phase, encryption {license AC 1} KC//AC2// license ID// content ID// Kml 
which can be decoded with the secrecy decode key Kml held at Kml attaching part 
1421, and CRL_dat are outputted to a bus BS 4 (step S142) . 

The inhibited class list CRL of [ in memory 1415 ] is rewritten by the newest 
inhibited class list CRL_dat received with directions of a controller 1420 (step 
S144) . 
<BR>[0165] 

Steps S134, S135, and S136 are distribution actuation to the memory cards 110, such 
as the license key Kc in case inhibited class list CRL_dat sent from the memory card 
110 is the newest, and steps S137, S138, S140, S142, and S144 are distribution 
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actuation to the memory cards 110, such as the license key Kc in case inhibited 
class list CRL_dat sent from the memory card 110 is not the newest. 
Thus, when checking in detail and not updating whether inhibited class list CRL_dat 
sent from the memory card 110 is updated, 

By acquiring the newest inhibited class list CRL_dat from the CRL database 306, and 
distributing to a memory card 110 

The playback of encryption contents {data Data} Kc by the portable telephone with 
which the distribution of encryption contents {data Data} Kc to the memory card by 
which the license was broken was prevented, and the license was broken can be 
prevented. 
<BR>[0166] 

After step S136 or step S144, encryption {license AC 1} Kc//AC2// license ID// 
content id// Kml are decoded by directions of a controller 1420 with the secrecy 
decode key Kml in the decode processing section 1422, and a license (the license key 
Kc, License ID, content ID, the count limit AC 1 of playback, and playback length AC 
2) is received by them (step S148) . 
<BR>[0167] 

A controller 1420 records a license on the license information attaching part 1440 

(step S150). 

<BR>[0168] 

with reference to 
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, the controller 1106 of a portable telephone 100 judges whether encryption contents 
data are acquired from the distribution server 30 with reference to the flag set in 

step S88 and step S94. . 

And when not acquiring encryption contents data from the distribution server 30, it 
shifts to step S164, and when acquiring encryption contents data from the 
distribution server 30, it shifts to step S154. 
<BR>[0169] 

when acquiring encryption contents data from the distribution server 30, a portable 
telephone 100 transmits the distribution demand of the Transaction ID and encryption 
contents data which were sent from the distribution server 30 to the distribution 
server 30 (step 154). 
<BR>[0170] 

The distribution server 30 receives the distribution demand of Transaction ID and 
encryption contents data (step S156), from the information database 304, acquires 
encryption contents {data Data} Kc and additional information Data-inf, and outputs 
these data through a bus BS 1 and a communication device 350 (step 5158). 
<BR>[0171] 

A portable telephone 100 receives {Data} Kc//Data-inf , and receives encryption 
contents {data Data} Kc and additional information Data-inf (step S160) . 
Encryption contents data {Data} Kc and additional information Data-inf are 
transmitted to the bus BS 3 of a memory card 110 through the memory interface 1200, 
a terminal 1201, and an interface 1423. 

in a memory card 110, encryption contents {data Data} Kc and additional information 
Data-inf which received are recorded on memory 1415 as it is (step S162) . 
<BR>[0172] 

It includes, also when it is judged that encryption contents data are not received 
from the distribution server 30 in step S152. And to the distribution server 30, 
from a memory card 110 

Advice of transaction ID// distribution acceptance is transmitted (step S164) . 
If transaction ID// distribution acceptance is received by the distribution server 
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Storing P of L the account data to the accounting database 302 and record in the 
distribution record database 308 of Transaction id are performed, processing of 
distribution termination is performed (step S168) , and the whole processing is 
completed (step S170) . 
<BR>[0173] 

Thus, the memory card 110 with which the portable telephone 100 was equipped is the 
device of normal, „ , . . . 

After checking that the open cryptographic keys Kpl and Kmcl which have enciphered 
and transmitted with the class certificate Cmcl are effective simultaneously 
Each class certificate Cmcl can distribute contents data only to the distribution 
demand from the memory card which is not indicated by the inhibited class list, 
i.e., the class certificate list with which encryption by the open cryptographic 
keys Kpl and Kmcl was broken. 

The distribution using the class key to an inaccurate memory card distributed and 

decoded can be forbidden. 

<BR>[0174] 

Moreover, according to the record situation of the encryption contents {data Data} 
encryption contents data {Data} Kc in a memory card 110 to the distribution server 
30, the license key Kc, and count limit ACof playback 1 grade, only required 
distribution can be required of the distribution demand of Kc at the distribution 
server 30. 

Consequently, useless distribution can be prevented. 
<BR>[0175] 

Next, the playback actuation in the portable telephone 100 of the contents data 

distributed to the memory card 110 with reference to 
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is explained. 
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, playback directions are inputted to a portable telephone 100 through the key 
stroke section 1108 with initiation of playback actuation from the user of a 
portable telephone 100 (step S200) . . . 

if it does so, a controller 1106 will input the authentication data {KPpl//Crtfl} 
KPma into a memory card 110 for the authentication data {KPpl//Crtfl} KPma through 
read-out and the memory interface 1200 through a bus BS 2 from the authentication 
data-hold section 1202 (step S201) . 
<BR>[0176] 

If it does so, a memory card 110 will receive the authentication data {KPpl//Crtf 1} 
KPma (step S202) . _ , 

And the decode processing section 1408 of a memory card 110 decodes the received 
authentication data {KPpl//Crtfl} KPma with the open authentication key KPma held at 
the KPma attaching part 1414 (step S203) , and a controller 1420 performs 
authentication processing from the decode processing result in the decode processing 
section 1408. 
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That is, authentication processing which judges whether the authentication data 
{KPpl//Crtfl} KPma are authentication data of normal is performed (step S204) . 
when it is not able to decode, a controller 1420 outputs authentication data a 
non-received output to the memory interface 1200 of a portable telephone 100 through 
data BS 3 and a terminal 1201 (step S206) . 

when authentication data are able to be decoded, it judges whether a controller 1420 
is contained in the inhibited class list data which the acquired certificate Crtfl 
read from memory 1415 (step S205) . 

in this case, ID is given to the certificate Crtfl and a controller 1420 
distinguishes whether ID of the received certificate Crtfl exists in inhibited class 
list data. 

If a certificate Crtfl is judged to be contained in inhibited class list data, a 
controller 1420 will output authentication data a non-received output to the memory 
interface 1200 of a portable telephone 100 through data BS 3 and a terminal 1201 
(step S206). 
<BR>[0177] 

When authentication data are not able to decode with the open authentication key 
KPma in step S204, and when the certificate Crtfl received in step S205 is contained 
in inhibited class list data, authentication data a non- received output is made. 
And the controller 1106 of a portable telephone 100 will display authentication data 
non-received data on a display 1110, if authentication data a non-received output is 
undergone through the memory interface 1200 (step S207) . 
<BR>[0178] 

in step S205, if a certificate Crtfl is judged not to be contained in inhibited 

class list data, with reference to 
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, the session key generating section 1418 of a memory card 110 will generate the 
session key Ks2 for playback sessions (step S208) . 

And the cipher-processing section 1410 outputs {Ks2} Kpl which enciphered the 
session key Ks2 from the session key generating section 1418 by the open 
cryptographic key KPpl decoded in the decode processing section 1408 to a bus BS 3 
(step S209) . 

If it does so, a controller 1420 will output {Ks2} Kpl to the memory interface 1200 
through a terminal 1201, and the controller 1106 of a portable telephone 100 will 
acquire {Ks2} Kpl through the memory interface 1200. 

And Kpl attaching part 1204 outputs the secrecy decode key Kpl to the decode 

processing section 1206. 

<BR>[0179] 

With the secrecy decode key Kpl which was outputted from Kpl attaching part 1204 and 
which is the open cryptographic key KPpl and a pair, the decode processing section 
1206 decodes {Ks2} Kpl, and outputs the session key Ks2 to the cipher-processing 
section 1208 (step S210) . 

If it does so, the session key generating section 1210 will generate the session key 
Ks3 for playback sessions, and will output the session key Ks3 to the 
cipher-processing section 1208 (step S211). 

The cipher-processing section 1208 enciphers the session key Ks3 from the session 
key generating section 1210 by the session key Ks2 from the decode processing 
section 1206, and outputs {Ks3} Ks2, and a controller 1106 outputs {Ks3} Ks2 to a 
memory card 110 through a bus BS 2 and the memory interface 1200 (step S212) . 
<BR>[0180] 

The decode processing section 1412 of a memory card 110 inputs {Ks3} Ks2 through a 
terminal 1201, an interface 1423, and a bus BS 3, decodes {Ks3} Ks2 by the session 
key Ks2 generated by the session key generating section 1418, and acquires the 
session key Ks3 generated in the portable telephone 100 (step S213) . 
<BR>[0181] 
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According to acceptance of the session key Ks3, a controller 1420 checks the 
access-restriction information AC 1 to which it corresponds in the license 
information attaching part 1440 (step S214) . 
<BR>[0182] 

in step S214, by checking the access-restriction information AC 1 which is the 
information about the limit to access of memory, it ends playback actuation, in 
being in a condition [ that it is already unreproducible J, and it progresses to the 
following step, after updating the data of the access- restriction information AC 1 
and updating the count of refreshable, when the count limit of playback has a limit 

on^t Mother hand, when the count limit of playback is not restricted by the 
access-restriction information AC 1, step S215 is skipped, and processing advances 
to the following step (step S216) , without updating the count limit AC 1 of 
playback. 
<BR>[0183] 

Moreover, when the content ID concerned of a request song does not exist in the 
license information attaching part 1440, it judges that it is in a condition [ being 
unreproducible ], and playback actuation is ended. 
<BR>[0184] 

in step S214, when it is judged in the playback actuation concerned that it is 
reproducible, the license key Kc of a playback request song and the playback length 
AC 2 which were recorded on the license information attaching part 1440 are 
outputted on a bus BS 4 (step S216). 
<BR>[0185] 

The license key Kc and the playback length AC 2 which were obtained are sent to the 
encryption processing section 1406 through the contact Pd of a change-over switch 
1444. 

Through the contact Pd of a change-over switch 1442, by the carrier beam session key 
Ks3, the encryption processing section 1406 enciphers the carrier beam license key 
Kc and the playback length AC 2 from a bus BS 4, and outputs {KC//AC2} Ks3 to a bus 
BS 3 from the decode processing section 1412 (step S217) . 
<BR>[0186] 

The encryption data outputted to the bus BS 3 are sent out to a portable telephone 
100 through an interface 1423, a terminal 1202, and the memory interface 1200. 
<BR>[0187] 

in a portable telephone 100, the decode processing section 1212 performs decode 

processing for encryption {Kc// data AC 2} Ks3 transmitted to a bus BS 2 through the 

memory interface 1200, and the license key Kc and the playback length AC 2 are 

received (step S218) . , . , , 

The decode processing section 1212 transmits the license key Kc to the decode 

processing section 1214, and outputs the playback length AC 2 to a bus BS 2. 

<BR>[0188] 

Through a bus BS 2, a controller 1106 receives the playback length AC 2, and checks 

reproductive propriety (step S219). 

<BR>[0189] 

in step S219, when it is judged by the playback length AC 2 that playback is 

impossible, playback actuation is ended. 

<BR>[0190] 

when it is judged in step S219 that it is refreshable, a controller 1106 requires 
encryption contents {data Data} Kc of a memory card 110 through the memory interface 
1200. 

If it does so, the controller 1420 of a memory card 110 will acquire encryption 
contents {data Data} Kc from memory 1415, and will output it to the memory interface 
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1200 through a bus BS 3 and a terminal 1201 (step S220) . 
<BR>[0191] 

The controller 1106 of a portable telephone 100 acquires encryption contents {data 

Data} Kc through the memory interface 1200, and gives encryption contents {data 

Data} kc to the decode processing section 1214 through a bus BS 2. 

And the decode processing section 1214 decodes encryption contents {data Data} Kc 

with the contents key Kc outputted from the decode processing section 1212, and 

acquires the contents data Data (step S221). 

<BR>[0192] 

And they are outputted to the music playback section 1216, and the decoded contents 
data Data reproduce contents data, and the music playback section 1216 changes a 
digital signal into an analog signal, and outputs da converter 1218 to a terminal 

And a switch 1222 chooses a terminal 1220, and through a terminal 1224, music data 
are outputted to a head telephone 130, and are reproduced (step S222). 
Playback actuation is completed by this. 
<BR>[0193] 

with reference to 
<A 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j j e?u=http%3A%2F%2Fwww4 . i pd 
l.ncipi\go.ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FN0000%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N0552%3D9%26N0553%3D000019" 
TARGET="tjitemdrw">drawing 17</A> 

, the example of distribution, such as encryption contents {data Data} Kc, the 
license key Kc, etc. according to record situations, such as encryption contents 
{data Data} Kc in a memory card 110 and the license key Kc, is explained, 
with reference to (a) of 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi _e j j e?u=http%3A%2F%2Fwww4 . i pd 

1 . nci pi . go . i p%2FTokui i tu%2Ft j i temdrw . i pdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 

%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N0552%3D9%26N0553%3D000019" 

TARGET="tiitemdrw">drawing 17</A> , 

, encryption contents data: {Data(55019930112)} Kc (55019930112), {Data(55019951013)} 

Kc (55019951013), {Data(55019630122)} Kc (55019630122), and each related information 

Data-inf are recorded on data area 1415B of a memory card 110. 

Moreover, the license LS 1 of content ID: 55019930112 , transaction ID: 000000000001, 
license key Kc:AAF53951046FD356ABCC, the count limit AC 1:00 of playback, and the 
playback length AC 2:00 and the license LS 2 of content id: 55019951013 , transaction 
ID: 000000003005, license key Kc:96F539510456AB332c55, count limit ACof playbackl: FF, 
and the playback length AC 2:00 are recorded on license field 1415A. 
And about the license LS 1, since the count limit AC 1 of playback is 
"00" , encryption contents {data Data (55019930112)} Kc (55019930112) 
cannot be reproduced, namely, the condition that there is no license is shown. 
Moreover, about encryption contents {data Data (55019630122)} Kc (55019630122), 
content ID, the license key Kc, the count limit AC 1 of playback, and the playback 
length AC 2 are not recorded, but the condition that there is no license is shown. 
That is, the license LS 2 over encryption contents {data Data (55019951013)} Kc 
(55019951013) exists, and they are encryption contents {data Data (55019930112)} Kc 
(55019930112) and {Data (55019630122} it is in the situation that the license over 
Kc (55019630122) does not exist.). 
<BR>[0194] 

in the situation of a memory card 110 shown in (a) of 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j j e?u=http%3A%2F%2Fwww4 . i pd 
1. nci pi .go.ip%2FTokujitu%2Ftjitemdrw.ipdl%3FN0000%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000019" 
TARGET="tjitemdrw">drawing 17</A> ....... 

, if the distribution demand of encryption contents {data Data} Kc specified by 
content ID: 55019930112 from the user of a portable telephone 100 is inputted through 
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the key stroke section 1108, steps S70-S78 of 
<A 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j je?u=http%3A%2F%2Fwww4 . i pd 
1 . nci pi . go . ip%2FTokuji tu%2Ft ji temdrw. i pdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000011" 
TARGET="tjitemdrw">d rawing 9</A> 

will be performed, and content ID: 55019930112 will be extracted (step S80) . 
And in step S82, the purchase conditions AC of the license made refreshable to 
"20" times are inputted. 

And content ID: it is searched whether encryption contents {data Data} Kc specified 

by 55019930112 is recorded on the memory card 110 (step S84) . 

<BR>[0195] 

in this case, content ID: Since encryption contents {data Data} Kc specified by 
55019930112 is recorded on the memory card 110 as encryption contents {data Data 
(55019930112)} Kc (55019930112), it shifts to step S90 through step S86 of 

<A . , 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j je?u=http%3A%2F%2Fwww4 . i pd 
1 .nci pi .go.jp%2FTokujitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000011" 
TARGET="tjitemdrw">drawing 9</A> 

And in step S90, it is judged according to a license whether encryption contents 
{data Data (55019930112)} Kc (55019930112) is refreshable. 

in this case, since the count limit AC 1 of playback is "00" , encryption 
contents {data Data (55019930112)} Kc (55019930112) is unreproducible. 
Therefore, it shifts to step S94 from step S90. 

And after the flag of data acquisition ="No" is set in step S94, only the 
license which makes "20" times the count limit AC 1 of playback by step 
S100 - step S170 is distributed to a memory card 110 from the distribution server 
30. 

And as shown in (b) of 

<A 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j j e?u=http%3A%2F%2Fwww4 . i pd 
1 .nci pi .go. jp%2FTokuji tu%2Ftj : i temdrw. ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N0552%3D9%26N0553%3D000019" 
TARGET="tjitemdrw">drawi ng 17</A> 

, the count limit AC 1 of playback of license LS 1 is changed with " 20." 
Encryption contents {data Data (55019930112)} Kc (55019930112) is [ with this ] 
reproducible with license LS 1. 
<BR>[0196] 

Moreover, in the situation of a memory card 110 shown in (a) of 

<A 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j j e?u=http%3A%2F%2Fwww4 . i pd 
1 .nci pi .go. jp%2FTokuji tu%2Ftji temdrw. ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2R%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000019" 
TARGET="tjitemdrw">drawing 17</A> 

, if the distribution demand of encryption contents {data Data} Kc specified by 
content ID: 55012345678 from the user of a portable telephone 100 is inputted through 
the key stroke section 1108, steps S70-S78 of 
<A 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi_e j j e?u=http%3A%2 F%2 Fwww4 . i pd 
1 .nci pi .go. jp%2FTokuji tu%2Ftji temdrw. ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N05 52%3D9%26N0553%3D000011 n 
TARGET="t j i temdrw">d rawi ng 9</A> 

will be performed, and content ID: 55012345678 will be extracted (step S80) . 
then -- as the purchase conditions AC for a license -- ACl: -- those of FF and 
AC2:00 without a playback limit are inputted (step S82) . 

And content ID: It is searched whether encryption contents {data Data} Kc specified 
by 55012345678 is recorded on the memory card 110 (step S84) . 
in this case, content ID: Since encryption contents {data Data} Kc specified by 
55012345678 is not recorded on a memory card 110, from step S86, it shifts to step 
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S88 and the flag of data acquisition =&quot ; Yes&quot ; is set in step S88. 
<BR>[0197] 

Then step S100 - step S170 are performed, and content ID: 55012345678 , transaction 
ID: 000005500345, license key Kc:C6F569510456AB333C4, count limit ACof playback!.: FF, 
the playback length AC 2:00, encryption contents data: {Data(55012345678)} Kc 
(55012345678), and related information DataD-inf (55012345678) are distributed and 

recorded on a memory card 110. 

By this, a memory card 110 will be in the condition which shows in (c) of 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi_e j j e?u=http%3A%2 F%2Fwww4 . i pd 
1 ncipi\go.ip%2FTokujitu%2^ 

%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000019" 
TARGET="tjitemdrw">drawing 17</A> , rP „ < „,rr,»M , 

and will become reproducible [ encryption contents {data Data (55012345678)} Kc 
(55012345678) to which the user gave the distribution demand ]. 
<BR>[0198] 

Furthermore, in the situation of a memory card 110 shown in (a) of 

HREF="http : //www4 . i pdl . nci pi . go. j p/cgi -bin/tran_web_cgi_ej je?u=http%3A%2F^2Fwww4 . i pd 
1 ncipi.qo.ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000019" 
TARGET="tjitemdrw">drawing 17</A> 

, if the distribution demand of encryption contents {data Data} Kc specified by 
content ID: 55019630122 from the user of a portable telephone 100 is inputted through 
the key stroke section 1108, steps S70-S78 of 

HREF="http: //www4 . i pdl . nci pi . go. j p/cgi -bi n/tran_web_cgi_ej je?u=http%3A%2F%2Fwww4 . i pd 
1 ncipi\go.ip%2FTokujitu%2Ftjitemdrw ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000011" 
TARGET="tjitemdrw">drawing 9</A> 

will be performed, and content id: 55019630122 will be extracted (step S80) . 
then -- as the purchase conditions AC for a license -- ACl: — those of FF and 
AC2:00 without a playback limit are inputted (step S82) . 

And content ID: It is searched whether encryption contents {data Data} Kc specified 
by 55019630122 is recorded on the memory card 110 (step S84) . 
in this case, content ID: Since encryption contents {data Data} Kc specified by 
55019630122 is recorded on the memory card 110, shift to step S90 from step S86. 
And in step S90, it is judged according to a license whether encryption contents 
{data Data (55019630122)} Kc (55019630122) is refreshable. 

in this case, since neither content ID nor the license key Kc nor the count limit AC 
1 of playback nor the playback length AC is recorded on the memory card HO, 
encryption contents {data Data (55019630122)} Kc (55019630122) is unreproducible. 
Therefore, it shifts to step S94 from step S90. 
<BR>[0199] 

And after the flag of data acquisition ="No" is set in step S94, only the 
license made to have no playback limit by step 5100 - step S170 is distributed to a 
memory card 110 from the distribution server 30. 
And as shown in (d) of 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_ej j e?u=http%3A%2F%2Fwww4 . i pd 
l.ncipi .qo.ip%2FTokujitu%2Ftjitemdrw.ipdl%3FN0000%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N0552%3D9%26N0553%3D000019 n 
TARGET="tjitemdrw">drawing 17</A> 

, content ID: 55019630122, transaction ID:000000550339, license key 
Kc:F6F53695104AF3323c31, count limit ACof playbackl: FF, and playback length:00 are 
recorded on license field 1415A of a memory card 110. . 

Encryption contents {data Data (55019630122)} Kc (55019630122) is reproducible with 
this. 

<BR>[0200] 
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as mentioned above, according to record situations, such as encryption contents 
{data Data} Kc in a memory card 110, and the license key Kc, the user of a portable 
telephone 100 receives encryption contents {data Data} kc, the license key Kc, etc. 
from the distribution server 30 to a memory card 110 using a portable telephone 100, 
can decode encryption contents {data Data} Kc with the license key Kc, and can be 
reincarnated. 
<BR>[0201] 

when the user of a portable telephone 100 performs the distribution demand of 
encryption contents {data Data} Kc in the above, 

Although it was explained that encryption contents {data Data} Kc currently recorded 
on the memory card 110 was encryption contents data received from the distribution 
server 30 .,..•> 
in this invention, not only this case but when only encryption contents {data Data} 
Kc is received from other than distribution server 30 and it records on a memory 
card 110, it is contained. 
<BR>[0202] 

with reference to 

<A 

href=" http : //www4 . i pdl . nci pi . go . j p/cgi - bi n/t ran_web_cgi _e j j e?u=http%3A%2 F%2 Fwww4 . i pd 

l.ncipi.go.ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FN0000%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 

%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N0552%3D9%26N0553%3D000020" 

TARGET="tjitemdrw">d rawing 18</A> 

and 

<A . 
HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j je?u=http%3A%2F%2Fwww4 . i pd 
1 .ncipi.go.jp%2FTokuiitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N0552%3D9%26N0553%3D000021" 
TARGET="tjitemdrw">d rawing 19</A> 

, encryption contents {data Data} Kc is received from equipments other than 
distribution server 30, and the case where the encryption contents {data Data} Kc is 
recorded on a memory card 110 is explained. 
<BR>[0203] 

with reference to 

<A . . 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j j e?u=http%3A%2F%2Fwww4 . i pd 
1. nci pi .go.ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FN0000%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000020" 
TARGET="t j i temd rw">d rawi ng 18</A> 

, distribution of encryption contents {data Data} Kc using a computer 140 is 
explained. 

To a portable telephone 100, a memory card 110 is removable, and the headphone 130 
for playing music are connected. 

And the portable telephone 100 is connected with the computer 140 through the 

telecommunication cable 145. 

<BR>[0204] 

A computer 140 is equipped with a hard disk 141, a controller 142, and an external 
interface 143. 

And a hard disk 141 is connected with a controller 142 through a bus BS 5, and a 

controller 142 contains the license protection module 143. 

<BR>[0205] 

A hard disk 141 memorizes encryption contents {data Data} Kc distributed to the 
computer 140 through a bus BS 5 by the internet distribution. 

If a controller 142 has the Request to Send of encryption contents {data Data} Kc 
through a telecommunication cable 145 and an external interface 143 from the user of 
a portable telephone 100, it will output encryption contents {data Data} Kc to the 
exterior through read-out and an external interface 143 from a hard disk 141. 
<BR>[0206] 
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An external interface 143 outputs the signal from a controller 142 to the exterior 
while inputting into a controller 142 the signal inputted into the computer 140 
through the telecommunication cable 145 from the portable telephone 100. 
<BR>[0207] 

The license protection module 144 has the same configuration as the data-processing 

section 310 shown in 

<A 

HREF=" http : //www4 . i pdl . nci pi . go . j P/cgi -bi n/t ran_web_cgi_e j j e?u=http%3A%2 F%2Fwww4 . i pd 
l.ncipi .go.ip%2FTokujitu%2Ftjitemdrw.ipdl%3FN0000%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3 F6%3 E7%3D8%2 F%2 F%2 F%2 6N0001%3D12%26N05 5 2%3D9%2 6N05 5 3%3D000007" 
TARGET="tiitemdrw">drawing 5</A> 

, exchanging a portable telephone 100 and a memory card 110, a open cryptographic 
key, a session key, etc., as mentioned above, in order to transmit encryption 
contents {data Data} Kc to the memory card 110 with which the portable telephone 100 
was equipped, protects encryption contents {data Data} Kc, and transmits it to a 
memory card 110. 
<BR>[0208] 

Encryption contents {data Data} Kc is distributed to a computer 140 by the internet 
distribution from a distribution server, and encryption contents data are memorized 
by the hard disk 141 of a computer 140 through the bus BS 5 by it. 
<BR>[0209] 

if the user of a portable telephone 100 inputs a Request to Send from the key stroke 
section 1108, a Request to Send will be inputted into a controller 142 through a 
telecommunication cable 145 and an external interface 143. 

A controller 142 will input demanded encryption contents {data Data} Kc into 
read-out and the license protection module 144 from a hard disk 141 through a bus BS 
5, if a Request to send is received. 
<BR>[0210] 

The license protection module 144 exchanges a open cryptographic key, a session key, 
etc. through a memory card 110 and a telecommunication cable 145, as mentioned 
above, and it transmits encryption contents {data Data} Kc to a memory card 110. 
<BR>[0211] 

After transmission, by the same approach as having mentioned above, the user of a 
portable telephone 100 has the license (content ID, the license key Kc, the count 
limit AC 1 of playback, and playback length AC 2) of encryption contents {data Data} 
Kc distributed from the distribution server 30, and reproduces encryption contents 
{data Data} Kc. 
<BR>[0212] 

when CD is used, once after recording encryption contents {data Data} Kc which 
acquired from Music CD and was generated on a hard disk 141, it may transmit to a 
memory card 110, and may transmit to a memory card 110 directly, without 
transmitting to a hard disk 141. 
<BR>[0213] 

Encryption contents data {Data} As shown in 

<A 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j j e?u=http%3A%2F%2Fwww4 . i pd 
1 .nci pi .go.jp%2FToku]itu%2Ftjitemdrw.ipdl%3FN0000%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000021" 
TARGET="t ji temdrw">drawi ng 19</A> 

, Kc may equip a computer 140 with a memory card 110 directly, and may record 
encryption contents {data Data} Kc on a memory card 110. 

in this case, the controller 142 of a computer 140 records encryption contents data 

on a memory card 110 directly with the license protection module 144. 

<BR>[0214] 

Also in 
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HREF="httD : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j je?u=http%3A%2F%2Fwww4 . i pd 
1 .ncipi .go. ip%2FTokujitu%2Ftjitemdrw i pdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000021" 
TARGET="tjitemdrw">d rawing 19</A> _ . , 

, a computer 140 acquires encryption contents {data Data} Kc by the same approach as 
the case where it is shown in 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j je?u=http%3A%2F%2Fwww4 . i pd 
1 . nci pi . go . j p%2 FToku j i tu%2Ft j i temd rwT i pdl %3 FNOOOO%3D2 37%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000020" 
TARGET="t j i temdrw">drawi ng 18</A> 

<BR>[0215] 

The portable telephone 100 of the flow chart in the case of performing a 
distribution demand of the license containing the license key corresponding to 
encryption contents {data Data} Kc which newly received to the distribution server 
30, and the flow chart which reproduces encryption contents {data Data} Kc which 
newly received is the same as that of 

HREF=" http://www4.ipdl .ncipi .go. ip/cgi-bin/tran_web_cgi_ejje?u=http%3A%2F%2Fwww4.ipd 
1 ncipi ;gb.ip%2FTokujitu%2Ftjitemdrw ipdl%3FNOOOO%3D237%26NO 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000011" 
TARGET="tjitemdrw">d rawing 9</A> 

href=" http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi _e j j e?u=http%3A%2 F%2 Fwww4 . i pd 

1 .ncipi .go. jp%2FTokujitu%2Ftjitemarw ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 

%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000014 M 

TARGET="t j i temdrw">d rawi ng 12</A> 

and 

HREF="htto : //www4 . i pdl . nci pi . go . i p/cgi -bi n/tran_web_cgi_e j je?u=http%3A%2F%2Fwww4 . i pd 
1 ncipi gb.ip%2FT0k£iitu%2Ftj^ 

%3 F6%3E7%3D8%2 F%2 F%2 F%26N0001%3Dl2%26N05 52%3D9%26N05 53%3D000017" 
TARGET="tji temd rw">d rawing 15</A> 
, and the flow chart shown in 16. 
<BR>[0216] 

Although the count length AC 1 of playback and the playback length AC 2 were 
explained as the count limit of playback, and playback length, respectively, as long 
as the count of playback adds a limit to the playback in a data playback terminal, 
it may perform limit [ which ] that the count length AC 1 of playback should just be 
control information which adds a limit to the treatment of a license with a 
recording device. 
<BR>[0217] 

Moreover, although the portable telephone 100 was explained as a Data Terminal 
Equipment which receives distribution of encryption contents data or a license, as 
long as it is especially unnecessary in a call function etc., it merely has the data 
communication facility which can perform reception of encryption contents data or a 
license and it can record the received data, you may be what kind of Data Terminal 
Equipment. 
<BR>[0218] 

Furthermore, although the portable telephone 100 is equipped with the function which 
reproduces contents data (music data), as long as it does not necessarily need a 
data regenerative function, but it merely has the data communication facility which 
can perform reception of encryption contents data or a license and it can record the 
received data, you may be what kind of Data Terminal Equipment. 
<BR>[0219] 

Page 38 



J PA_2002-091827_transl ati on . doc 
Furthermore, although it explained that encryption contents data or a Incense was 
recorded on the memory card which is a removable recording apparatus, it does not 
limit to a memory card. 

And in the gestalt of operation, it is not necessary to be a removable recording 

device. 

<BR>[0220] 

According to the gestalt of operation of this invention, if the distribution demand 
of encryption contents data is inputted from a user, since the record situation of 
the memory card with which it was equipped will be searched and required encryption 
contents data, a license key, etc. will be received from a distribution server 
according to the record situation, encryption contents data, a license key, etc. 
overlap, and a portable telephone is not recorded on a memory card. 
Moreover, it can prevent paying the useless tariff by overlapping and receiving a 
license to a distribution server. 

Furthermore, it can prevent that useless time amount generates encryption contents 
data by overlapping and receiving. 

<BR>[0221] 

it should be thought that the gestalt of the operation indicated this time is [ no ] 
instantiation at points, and restrictive. 

The range of this invention is shown by the above-mentioned not explanation but 
claim of the gestalt of operation, and it is meant that all modification in a claim, 
equal semantics, and within the limits is included. 

<BR><BR> 

<BRxBR><HR>DESCRIPTION OF DRAWINGS 

<hr> [Brief Description of the Drawings] 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi_e j j e?u=http%3A%2F%2Fwww4 . i pd 
l.ncipi .go.ip%2FTokujitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3 F6%3 E7%3D8%2 F%2 F%2 F%2 6N0001%3Dl2%2 6n0 5 5 2%3 D9%2 6N0 5 5 3%3D000003 " 
TARGET="t j i temd rw"> [Drawi ng 1] </A> 



it is the schematic diagram which explains a data distribution system notional! y 

HREF="http://www4.ipdl .nci pi .go.jp/cgi-bin/tran_web_cgi_ej je?u=http%3A%2F%2Fwww4.ipd 
1 .nci pi .go.ip%2FTokujitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3f6%3e7%3d8%2F%2F%2F%26n0OO1%3d12%26nO552%3d9%26nO553%3d0OOOO4" 
TARGET="t j i temdrw"> [Drawi ng 2] </A> 

it is drawing showing properties, such as data for the communication link in the 
data distribution system shown in 

HREF=" http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi _e j j e?u=http%3A%2 F%2 Fwww4 . i pd 
1 .nci pi .go.ip%2FTokujitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N0552%3D9%26N0553%3D000003 n 
TARG ET= " t jitemdrw">drawing 1</A> 
, and information. 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j j e?u=http%3A%2F%2Fwww4 . i pd 
l.ncipi.go.jp%2FTokujitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3f6%3e7%3d8%2F%2F%2F%26n0001%3d12%26n0552%3d9%26n0553%3d000005" 
TARGET="t ji temdrw"> [Drawi ng 3] </A> 

it is drawing showing properties, such as data for the communication link in the 

data distribution system shown in 

<A 

HREF="http ://www4 . i pdl . nci pi . go . jp/cgi -bi n/tran_web_cgi_ej je?u=http%3A%2F%2Fwww4 . i pd 
1 . nci pi . go . jp%2FToku ji tu%2Ft j i temdrw. i pdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3 F6%3 E7%3D8%2 F%2 F%2 F%2 6N0001%3Dl2%26N05 5 2%3D9%26N05 5 3%3D000003 " 
TARGET="tjitemdrw">drawing 1</A> 
, and information. 
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<BRxA . , 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j j e?u=http%3A%2F%2Fwww4 . l pd 
1 .nci pi . go. ip%2FTokujitu%2Ftji temdrw. ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26NO552%3D9%26N0553%3D000OO6" 
TARGET="tjitemdrw"> [Drawing 4]</A> 

It is drawing showing properties, such as data for the communication link in the 
data distribution system shown in 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi_e j j e?u=http%3A%2F%2 Fwww4 . i pd 
1. nci pi . go. ip%2FTokujitu%2Ftji temdrw. ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N0552%3D9%26N0553%3D000003" 
TARGET="tjitemdrw">d rawing 1</A> 
, and information. 

<BRxA . , 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j je?u=http%3A%2F%2Fwww4 . i pd 
1. nci pi .go.ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3f6%3e7%3d8%2F%2F%2F%26n0001%3d12%26n0552%3d9%26n0553%3d000007" 
TARG ET= " t j i t emd rw" > [ D r awi n g 5 ] </A> 

it is the outline block diagram showing the configuration of a license server. 

<BRxA , , 

HREF="http://www4.ipdl .nci pi .go. j p/cgi -bi n/t ran_web_cgi_ejje?u=http%3A%2F%2Fwww4.ipd 
1 .nci pi .go.ip%2FTokujitu%2Ftjitemdrw.ipdl°/o3FN0000%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3 F6%3E7%3D8%2 F%2F%2 F%26N0001%3Dl2%26N05 52%3D9%26N05 5 3%3D000008" 
TARGET="t ji temdrw"> [Drawi ng 6] </A> 

It is the block diagram showing the configuration of a portable telephone. 

<BR><A ' . , 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j je?u=http%3A%2F%2Fwww4 . i pd 
1 .nci pi . go. jp%2FTokuiitu%2Ftji temdrw. ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N0552%3D9%26N0553%3D000009" 
TARGET="t j i temdrw"> [Drawi ng 7] </A> 

It is the block diagram showing the configuration of a memory card. 
<BRxA 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi _e j j e?u=http%3A%2F%2Fwww4 . i pd 
1 .nci pi .go.ip%2FTokujitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26NO552%3D9%26N0553%3D000010" 
TARGET="t j i temdrw"> [Drawi ng 8] </A> 

it is a conceptual diagram for explaining the record condition of a memory card. 
<BRxA 

HREF="http : //mmA . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_ej je?u=http%3A%2F%2Fwww4. i pd 
1 . nci pi . go . j p%2FToku ji tu%2Ft j i temdrw . i pdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N0552%3D9%26N0553%3D000011" 
TARGET="t j i temd rw"> [Drawi ng 9] </A> 

it is the 1st flow chart for explaining the distribution actuation in the data 

distribution system shown in 

<A 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi_e j j e?u=http%3A%2 F%2 Fwww4 . l pd 
1 .nci pi .go.ip%2FTokujitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26NO552%3D9%26NO553%3D0000O3 n 
TARGET="tji temd rw">d rawing 1</A> 

<BRxA 

HREF="http://www4.ipdl .nci pi .go. j p/cgi -bin/tran_web_cgi_ejje?u=http%3A%2F%2Fwww4.ipd 
1 .nci pi .go.jp%2FTokujitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000012" 
TARGET="t j i temdrw"> [Drawi ng 10] </A> 
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It is the 2nd flow chart for explaining the distribution actuation in the data 
distribution system shown in 

HREF="http : //www4 . i pdl . nci pi . go . jp/cgi -bi n/tran_web_cgi_e j je?u=http%3A%2F%2Fwww4 . i pd 
rncipi.gb.jpX2FTokSjitu%2Ftjitemdrw i pdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N0552%3D9%26N0553%3D000003" 
TARGET="tjitemdrw">drawing 1</A> 

href=" http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi _e j j e?u=http%3A%2 F%2 Fwww4 . i pd 
1 .ncipi .go.ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000013" 
TARGET="t ji temdrw"> [Drawi ng 11] </A> 

It is the 3rd flow chart for explaining the distribution actuation in the data 

distribution system shown in 

<A 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j je?u=http%3A%2F%2Fwww4 . i pd 
l.ncipi.go/ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000003" 
TARGET="t j i temd rw">d rawi ng 1</A> 

HREF="http : //www4 . i pdl . nci pi . go . jp/cgi -bi n/tran_web_cgi_ej j e?u=http%3A%2F%2Fwww4 . i pd 
1 .ncipi .go.ip%2FTokujitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3f6%3e7%3d8%2F%2F%2F%26n0001%3d12%26n0552%3d9%26n0553%3d000014" 
TARGET="t j i temdrw"> [Drawi ng 12] </A> 

it is the 4th flow chart for explaining the distribution actuation in the data 

distribution system shown in 

<A 

HREF="http : //www4 . i pdl . nci pi . go . j P/cgi -bi n/tran_web_cgi _e j j e?u=http%3A%2 F%2 Fwww4 . i pd 
l.ncipi\qo.ip%2FTokuiitu%2Ftiitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3f6%3e7%3d8%2F%2F%2F%26n0001%3d12%26n0552%3d9%26n0553%3d000003" 
TARGET="tjitemdrw">drawing 1</A> 

HREF="http : //www4 . i pdl . nci pi . go . j P/cgi -bi n/t ran_web_cgi _e j j e?u=http%3A%2F%2 Fwww4 . i pd 
1 .ncipi.go.ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3f6%3e7%3d8%2f%2F%2f%26nO0O1%3d12%26n0552%3d9%26NO553%3DOOO015" 
TARGET="t ji temdrw"> [Drawi ng 13] </A> 

it is drawing showing the condition of having displayed the contents menu 
transmitted to the portable telephone from the distribution server on the display of 
a portable telephone. 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi _e j j e?u=http%3A%2F%2Fwww4 . i i pd 
1. ncipi. go. jp%2FTokuiitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000016" 
TARG ET="t j i temdrw"> [Drawi ng 14] </A> 

it is a data format in the memory of a memory card. 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j j e?u=http%3A%2F%2Fwww4 . i pd 
1 .ncipi .go.ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FN0000%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3Dl2%26N05527o3D9%26N0553%3D000017" 
TARGET="t ji temdrw"> [Drawi ng 15]</A> 

it is the 1st flow chart for explaining the playback actuation in a portable 
telephone. 

HREF="http://www4.ipdl.ncipi .go. jp/cgi -bi n/t ran_web_cgi_ejje?u=http%3A%2F%2Fwww4.ipd 
1. nci pi .go.jp%2FTokujitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 

Page 41 



JPA_2002-O91827_translation.doc 
%3 F6%3 E7%3D8%2 F%2 F%2 F%2 6N0001%3Dl2%26N05 52%3d9%2 6N05 5 3%3d000018 " 
TARGET="t j i temdrw"> [Drawi ng 16] </A> 

it is the 2nd flow chart for explaining the playback actuation in a portable 
telephone. 

HREF="http : //www4 . i pdl . nci pi . go . j P/cgi -bi n/t ran_web_cgi _e j j e?u=http%3A%2 f%2fwww4 . i pd 
1 .ncipi .go.iP%2FTokuiitu%2Ftjitemdrw.ipdl%3FN0000%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000019" 
TARGET="tjitemdrw"> [Drawing 17]</A> 

it is drawing explaining the encryption contents data according to the record 
situation of a memory card, and the example of distribution of a license. 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/tran_web_cgi_e j je?u=http%3A%2F%2Fwww4 . i pd 
1 .ncipi .qo.ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3F6%3E7%3D8%2F%2F%2F%26N0001%3D12%26N0552%3D9%26N0553%3D000020 M 
TARGET="t j i temdrw"> [Drawi ng 18] </A> 

It is a schematic diagram for explaining distribution of the encryption contents 
data using a computer notional ly. 

HREF="http : //www4 . i pdl . nci pi . go . j p/cgi -bi n/t ran_web_cgi_e j j e?u=http%3A%2 F%2 Fwww4 . i pd 
1 .ncipi .go.ip%2FTokuiitu%2Ftjitemdrw.ipdl%3FNOOOO%3D237%26N0500%3DlE%5FN%2F%3B%3E%3B 
%3 F6%3 E7%3D8%2 F%2 F%2 F%26N0001%3D12%26N05 52%3D9%26N05 5 3%3D00002 1" 
TARGET="t j i temdrw"> [Drawi ng 19] </A> 

They are other schematic diagrams for explaining distribution of the encryption 
contents data using a computer notionally. 
<BR> [Description of Notations] 

<BR>10 License Server, 20 Distribution Carrier, 30 Distribution Server, 

60 A contents menu, 100 A portable telephone, 110 Memory card, 

130 A head telephone, 140 A computer, 141 Hard disk, 

142, 1106, 1420 A controller, 143 External interface, 

144 License ** A ** module, 145 Telecommunication cable, 

302 An accounting database, a 304 information database, 306 CRL database, 

307 A menu database, 308 Distribution record database, 

310 The data-processing section, 312, 320, 1206, 1212, 1214, 1404, 1408 and 1412, 
the 1422 decode processing section, 

313 An authentication key attaching part, 315 A distribution control section, 

316, 1210, 1418 Session key generating section, 

318, 326, 328, 1208, 1406, 1410 Cipher-processing section, 

350 A communication device, 1102 An antenna, the 1104 transceiver sections, 
1108 Key stroke section, 

1110 A display, 1111 The shift section, 1112 voice playback section, 

1113 1218 A DA converter, 1114, 1201, 1220, 1224 Terminal, 

1115 A microphone, 1116 An A-D converter, 1117 voice coding section, 

1200 1202 A memory interface, 1400 Authentication data-hold section, 

1204 Kpl attaching part, 1216 The music playback section, 1222 Switch, 

1402 Kmcl attaching part, 1414 A KPma attaching part, 1415 Memory, 

1415A CRL field, 1415B A data area, 1416KPml attaching part, 1421 Kml 

attaching part, 1423 An interface, 1424 Header, 1440 A license information 

attaching part, 1442, 1444, 1446 Change-over switch. 

<BRxBR> 

<H R></ BODYx/HTM L> 
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[B3R3I3] «rE5EfllK*-r«lii*fta^x>^x- 
«rE>=i-1tai=***ifc«#fta>x 

MEMttftMi. «[EaiR*tifca>x>'>l DlzgoV 
rWEBg^bn>x>^x-f fc«fet;/*fcl*ffJE : 7-1' 

■b>^<Dtt**frfta, »#a2(cE«<ox-*ai*« 

«o 

[1**314] ttEWMMi. iSBHfft3>f>yf 
-*©«*£fr*i\ IUEBf^bn>xWx— »3bVg» 

Ex— ztmmzm&zti-ci^siitz. mtz&mt^ 

y =r > V x— ? 0)Effi £«fiEi£g«£P * t T WEEfl 
■y— 11*^1 ;!r>blf#3i 3 <DlAfih.fr i 
«lzE*(Dx— »M3MW. 
[H**5] ftEMffttl*. MEBf^b=">x>^x 
-*jWEx-*EttS«l=Ett£*i-Cl^£#. ME 

[it e ] us? -f -t v xi*, '>£ < t tmmm 

it a > x > S/ x - $ £ «*t f « fc 46 0) 7 -T "tz > X M t . 



frEBS^ba>x>*y-r-*©?l±*1MIE-r«S±«IIB 
1f#£frbJ£y* 

frEfM»»l*. «ffll****tfcBt*fta>x>*Vx-$ 
frluEx- * Ett» (cE» * *ir *S y . flE 7 <f -b >X 
Bfc cfc 0WES±*IBfll«3WlttBx-* Ett«l=E«4 
*^.TL^*l^ 1 !:#. »E7'T-tr>XA<*l^i:fl»if If 
*«1 fcE*<Dx*-*«i3R*l. 
[»*a7] H5E7-r-tr>xii. ttWEBt^ 
tea >x>^x-$ ^^m-ti>izth<r>v-( J a.y7.mt. 

frE*l»»l*. >x>^x— 9 

-f -b v^«i«UEx-^ E««PI=E«* *ir & y , WE 
rt»fta>x> , Vx-5'a)ll±* t frES±WIB1fai=«fc 

■r-5. i=e««>x-*«*m. 

[»*«8] WESI^SPI*. «rE*-»ft»^6A* 
$^fc^M*roS4$HHtf «**rE5 -f -b >XCDBA^ 
ftiLti!B3^f>7 I DtttlcflEilSIISPS^ 
LTl»EE«-y— W3R« 7 |=EK<0x- 

«iemw»i*. mria> -o.-mnt iME««»i=** 
l, 3--- •f**«rE«*»i=«^* tifcfrEj* =i-lf « 
i=*^^r«rE3>x>^ i D^jM^-r^fcftrotf^S 

D^ls!#t-S., »*«3lrEKcDx-^SS^g 

So 

o] me> -a. -it ai*, ffeonffi^ft 

lttEfiWttl*. SfrEA*SPA^bWE^fTtiiaA<A**ti 
-5t, «E»ff1t«l;»'5^'C*jg4*i4«ia)iiiii*m 
E*^»l=**-r-5. »#ffl9lcE*<Dx-*«l*« 
Bo 

[H*fl i 1 1 frEf«B»l*. WE7-T -b >X0)iiA 
HuE-O^^i-X^^LriXifLfctiiEx- 
^Eii^cDlSIIx-^fccfclXBtlEaVxV'y IDtSKl 

Eastfliw*^ LTfiEiBii-y— /<**&m l . mrEEfii 

x-/N*lcfc^TflEEIiEx-'S!A<ISIi$ttfcti^<»^, 
WE^-f-bVX^Sffif*, R*«i^bR*ai oo 

i £lcE«©x--5<J**g»o 
[»*9I12] ME^'l'-bVXIz^orffEBg^bn 
>x^'Vx-$*S±r4x-*S±»**6l=«S.. 

«Vx-$05S±S*A ? A*$tL-5t, MEBi^ba>x 
>>>x-^ l=*fT4«rE7 -f -b >xcd 5 < t tfU 
Ex— 9S±SPI=i»S^ffi«tfrEllt^b3^x^'yx 
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-$k£ffi&T-$&imfrZ>1R&<<^9z>T.-*£'ft 
L X SIX y . * CD SIX o fcBt mt a > x > yf- $ fc <fc 

tfiitrEi&Bft««*i!mT-*s£«H=#a.*, b*b 

So 

[ffi*g 1 3] «rE/^(=»«4*t. «Ef-: *EB 
SBKfttSfSIIx-S *«!#*-&BIiET-*flM#tt** 
fclcB*.. 

flMHba >f> B ;f-J«)I4^. 

«fEM»«ii, bebKt-*jW*Et-*ebw=6 

SUE? -T * >7.<D a *>'>ft < £ tlWE-r-^S* 

-Xt^Lra»y. -tOTSflX^fcfli^baVxVyx 
-**5J:tME&Bft1*»£1l(rET-$S£»l::^* 

[B*«i 4] KrET-*Eft*H*. BBRTliftT- 

sEBBB-efc*, b#«i * x b if *ai 3©t*r*w^ 
i«(ce«0t-*b*»«. 

[000 1] 

-So 

[0 0 0 2] 

(ommzk y . &ff«BB«£fflitfeflAfflH-B$i=j: 

Ctj&tprttfcftoTH*. 

[0003] c©cfc?fttf$8&1I»::fci x "ti;i:, fv5 

[0 0 0 4] Lfctfot. C(D«k7*1t«a(Sifa±t=fc 

* Aft* ^Hiiiin. a« ft *^*t««<o fc ft 

* bftT^ftl^ «L< *ft«*CD*fi)*<«» 
^HTLSdfc^H^fcSo 
[0 0 0 5] -*-C, BfHtftB0Sft&HEftl'C, 

*<priift*^*#i= t o r t . * a. o -c*?ija t ft * . 
[0006] cct. ±a<D«fcaftTi?*;uitBaffi« 

£fl-LfcEfltt?l*ft< . fi>i>JI/f-$£fflgLfcffiS 



■CI4. CDfr&ilfcBSLTV** (MD«) -MDWiflT- 
SOTatf-li, S»ae-Lfc*B£BAMftttffll=Jt 
ft -5PB y BMttKli i ilcfT ft o C i: # * . tztz 

#tiiiig(*-VMD*(oji<*©«*<»a*,a>-ss[^ias 

MlzBtttttfcatLTftlfcfei LT^A5c«tlcftoT 

[0 0 0 7] Lfrt. CDMbMD^fv9JH§ffc 

^b<D5&t*ft^-T^^;U'7 i -^T-fcSC<S:(c«^ Eft 
W«6ftMDAN&*c,lcf6©MDlcff*flMII*T5?*;Ux 
-*tLtalf-t«Ctl*, SttttftBttfettCttB 
<D«ja±-e#ftL**5l::ftoTl**. 
[0 0 0 8] CO)* 5 

it4fTA-e*4^6. »tt*fi»©fcfta>+#ft*«*< 
[0009] it»a««*ai;-cfc*ica« 

tft£o 

[0 0 10] ZZX\ 3r/T>'>T-**B»ftLfc* 

BBSroBjRBBfcBBSih.fcJ 1 =E U 73- KKJKLTB 

*E«^XTA4<a**#irL*4. CCDx-^IBSvX 
xAlcfclvri*. TftBKR-CBESiifcJ 1 * 'J*-K 
(O^PBg-StBi: -€-0) BEWBSBg-^ba >x>^x— © 
EfflS*©BI=Effl-y— /<^aiffl U lBfi-9— /n'^ISII 
4*ifcSEM»*56ffl LfcC t SISLfclt/t 'J 73— 

Effl-tf— =E 'J*- Kl*, E«SlcSft 

oT^MBHJBroB^ft^ffftlV E«-y— 
/<. ^*'J*-KBEB-CB«)«B*fT«5. 
[001 1] SiUWlc. EflW— /'EUiJ-Kfl 

^~l;J;oTBg^1bLfc : 7'r-tr>Xi:. Bg^1bn>x> 

-Kli, ®<ILfc : 7'r-tr>Xit 1 tBf'i-<b=i>x>'7x- 
^^^^EU^-KlcESif 5. 
[0 0 1 2] fit. >=EU*-KlcE^Lfcag#<b3 

^'J^-KA^ba)B§^b3>x> > >7 ; -'S'^«^L, to 
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[001 3] zcd^oiz. m^mmm<DzL-^t. asas 
bSSL. *©B&^ba yf-^-yT-z &n±t&z t 

[0 0 1 4] 

V-r-SeDSa-lllft, S±MH*£K£Lf=BAfctt£ 
B«-9— U >*'J*-Kl=EttT*. 
[OOlSlSfc, £**i£ttl*. Bi^ba^^T 

tlcBg-§-<ba ^s±f-5o 
[0 0 16] gMMHSWi. EflKJ— 

KEErsafttfcs. 

[0 0 17] LfcA^T, iS^ba^TV^x-*^ 
tya-KKK^SftTl^**. ^-f-b^xgitf^'J 
*- KJ=E«**iTl^«ELMi*. Bf^Hba >t-Wt- 
**5*tf^*:/XEa</*yA-K(=Ett*:»vCl^ 

m±mm, s±«PB«i=«fco-cm^ba>x>^T 

[0 0 18] a.-+f^bBf^1ba>x> 
^t— >©E«#*«**ifc»*. EfcfcEflhJ— 
at ^ba >x ^v=f-^ H ^XS=7 ■< -b >xSW<7)iafi£ 
g*Lfc©T*l*. PlCBg^baVf-^'VT 1 — Sifccfct;^ 

[0 0 19] *fc, «H*ftal/TWT-^*Efflt-9— 
[0020] fct\ frfr*H«*«W4 

[002 1 ] 

W=J:*T-r 9tt$liEfi. 3>ir>^Tr-^$[lt^b 
LfcBg-SUba j3J:t;/*fcl*Bi^ba > 

7-c-bvx*Eft-rsT-^«i*«ii-c*or, iii^b 

a >iF fccfe tfg -T -b >X £ Eft-T &f : --'$< IB 



x-£fr^-$Ei^KEii£tiTl^fr£$y?tU 
o. g^#£ftfcBf^ba Vf-^yf 1 -* &n±tZ> 
fc&ro^-f-b^xro^if^sflU Bf^fbaVxV'Vx 
-*A<T-^EIW»(=E«**irLxfttNi:#. fccfctf/ 
*fcl*5'f-lr>X36<*t^i:*. lW4ba i/xVJ/T-* 

[0 0 2 2] C©ieijll[=,fc$T-***»IK*5l*T 
14. a.— 9 ! ^e,flH*fta>f->^T-^©»ffl*#3(i<* 
-IWMPt*LrAA**i*i:, MW«H*. §fi^#fr 
&**tfcrtH»fta Vt-Wtt— * fcitf/Sfcl^-f-b 
!/X**t— >Ett»l=E«**fCL\4^54»**JPlL. 
T-$ESftl=Ef^ftT^£lMfc^ba:/x>yT- 
* fc cfc ut/*fci*5 -f -b >x ©iElI mm^-i 

o*y, t-^4|5|58«I±. T-*E»»l=fctt 
SBf^ba>T->^ir— *fc«fctf^-b>X©Eii#25! 

X/£lt*E«-y— /tt^Sib. fro. x-SffiitSIHC 

[00 2 3] LfcAbT, c©*Wi=«k*iii. t-*E 
»»(=fclt*lS^<ba>T>'yT-*i3J:t;7-f-b>X 

©*«E»*l»±-e#*. 

[0 0 2 4] CCD^BfllCcfc^Lli, 7^-b>XjI 

ffi L T ftflt/T -SCtlcJ;-?) if tt«tt* SEAT*- / 

[0 0 2 5] SblC, CCDfPJlCjcftl*'. Bg*Hba>x 
>^T-«rtM|LT*«-r4c:i:l=*oT»lkftl»li 

*i»jt-c#«. 

[0026]fiSL<li. x-*tf*a«<D#l»»l4, 

>hmi»jWe«*- > b se l fcBt^ft 3>f>7f 

J3«fc0f/*fcl*7-f "b >X05tt**fTft 5 o 
[0 0 2 7] 7-*IHSttai*. E«-9— /<frb««L 

[0 0 2 8] Lfctfot, C<7)fEWI~J:*ltf, %im* 
is ^.fcBg-^fba fc *Xf? -f-tr >Xfrx- 

>E«W=EB**iTt^*3^5^*iEa(=*lBfC#*. 

[oo 2 9] »*L<l*, seSjR-r-SB^^baVxV 
VT-^OftCtt. >=-i-1W«l=^**ifc«N*fta> 
f>ff->tttt«tW)a>f>?' I DfrSW$ 

x>>V I DlcSo'^TBt^baVxV^x-^JJcki;/ 
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[0030] =L—*f\t. Bt-snba^x^x-sroa;/ 

3>x>y I D£ttfcBU i-©tttiiLfca>x>y I D 
icSo'^T. afr^ba^x^x-^fccfctf/**:!*^ 

-r -t >x ts<¥- $ tmmzmm £ ttr i^s t^t^mm 

[003 1] LfcA^oT, C(0*WI=J;*i,tf, x-$E 
iiSBIcfc It -5 flHUb a >x > 3/ x- * J: 
4 b >X ©831 * jE*lcff <p 3 d <h # 3 . 

[003 2] »*L<i*, x-^a*ga©*i»si5i*, 

B^ba^xVyx-^aaaSfTftlV tiNHbaVx 

*nba >t^vt-$ am.m£&%mu%-frLxmmv 

[0033] f-»*iOttOMMM;. a>x>y i 

D^ffll^tf — ■$IBtlp|i|-fc(t'S)BB-^-'(b3 VxV'Vx — 

£©13s^3HTfcl\ Si^ba^^x-Stfx-SE 

ft ck 5 f -tr >X ©ISffi *Effl-9— / 3 . 
[0 0 3 4] LfctfoT. COT^B^ICcttLli. x-$E 

©E»ttS£fflai=**u *<DEft«jai=ici:riMf 

ft a x > y x - * fc <fc 5^ 4r > x * EflK*-- 

[0 0 3 5] »£L<I*, x-*ii*8«0W»«t*, 
Bt^ba^x^x-^tfx-' >Eft»l=E»**iTL^ 

[0 0 3 6] x-*WHtaattfl*l±. Wfta^f 
> y x— 5> #x-$ tEiiS|SKiaii£ hX fft I* d t £ W 

[0 0 3 7] Lt=6<oT, C<D*WI=«fe*ili, &Sft& 
*©**frft3£fclcJ:oTtt*B*ni]*fi«U Ao, 
IJt ft&sfs * frft 5 c: t t<X £ i . 

[0038]ffSL<lt T-f-bVXI*, 'J>ft<,t*,Bf 

*fca vxwx— s« sfcft©7-f 
itat^&jay. mmmt. staa* * a > 

b >X«fc cfc iffi±3H lEflt a#x-* £8tt£Eft3 *i 
Tl*ftl*£vt, ; 7'l'b>X7!)<3llA 1 !:*ljfr^?>o 

[0039] v^^^mm^v^^^mn^xs 
m±wm a*«x-* $ *ix i^ft n t # . 

x-*«*«a©*l»»i*. SflS#S*ifcB#fl:a> 

[0 0 4 0] LtztfiX. Z<D%W\zkh\£. x-$E 
Wll:lHft3>f>yf-: S«<D**<Ett**i-C^*fc 
£ . v b >xtlfc <fc lffi±*IH1f « * Effl-9— / <fr b 



[004 1] tf*L<l4, 7-r-feVXIi, '>ft<£tBg 

x>yx-*fc<fci;*©B§#tea>x>yx-$£«^ 
f -5>fc#)©7 -f b >X^A*x-$ Ea»(=E»£ih.Tfc 
y . «HH:a >x>yx-$©W±^±tiiBfi«K£ 

oT*IIS£;h/Cl.^<h#. 7f -b>X;6<ifl^i:fl»r-f 
•5>o 

[0 0 4 2] ^*>x£«iS*4Si!E«EtiM8ro**< 
x— ?Ei*8PlcEft£*vCl>fc^£#, ^-^ig^ga 
CD$i|ffllSPI4. ft«*#*ftfc«*fca:'x:/*;/x-$<D 

7 -< -b >x^#a l <e i* t mm? . 

[0 0 4 3] LfcA s ot> CroSgBJICcfcHlS, SifeflBg 
1ta<D#j!><x-$ E»»I=E« S *lTI.*ft i * . S± 
«E*« * Effl-9— / ^bSiLT7-f b>X £8H»f 

[0 0 4 4] »*L<I4. x-**l5|E««©«l»<SI*, 

b>X©0fA^fr<t bta>fy> I Dtttl=3£56« 
^if L TiB<i+^-/ \*^3H5-r S o 
[0 0 4 5] x-*«3RSHffliH»a5l*. s^MEwa 

n>x>^I Dktt,lzm% 

**ifc»Aftit*E{i-y— /<^aifli-r*. *lt. t- 

^ ii^SSI*. »±«!Ilfi1*aSEffl-9— /^bSEffl L, 
x-^EttSPI-Eft-r^o 
[0 0 4 6] LfcA'ot, CW^BJICcfc^li, 7-Tb> 

>x*<ii<ftof=ii^ictfffci=fi±w»fliaf=it£E 

[0 0 4 7] »*L<f*. T-^ig^gSli, 

[0 0 4 8] EflW— /<*6E«**ifc^=i-11Mi 

f •5fcto©1ta*+-*^SPA^bA*f -5„ 5<t 
Si|gpSPI4. *-»^gp^LTa#?l?F^fca>x>^I 

[0 0 4 9] Lfci'ot. C©^BJICj:tLli, 3--Hfl4 

aaitai=»^^Tftffl**a-r-6«*fta>x> 4 >T 
•>i D£a«?-r5fc»<Di»a*<A***Lsa)-e. w»a 
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I*. »R£;h.fca>x>';/ I D|c»-3ivt, R^bav 
[0 0 5 0] »*L<I4. >-A-1t«tt. ffi<DHffi^ 

fT«*l=*-St^TftS*ti4fl!l<0BiB*«*»l=a*-r 

[005 1] x— *«3Mt«(Da*»lcas**lfcj«=. 
a-fflitafi « flH*fc a >x > S/ x- 5" tfiS 
^ttTl^l^t. a— If liSfrMI* A.***. *3 
x-*i|*««<0*«l|»l*. *(DBffil=»fT 

[0 0 5 2] LfctfoT. C<0J6WI=«t:i|ltf. §> < CDBff 
*fcal/T>^x-* *#ai-*»*fca 
>x>yx-$£iIIR 

[0 0 5 3] ff*L<li, f-5SMifl)*»gfli, 
*a3E«»** LTB«*-/^a« L, Effl*- /<l= 

[0054] mmv— /WT-*c«iA»6a6*ir# 

fcREx-*£iSiELfcif£<D*, ^-^4^^81*7 
[0 0 5 5] LfcibT, CCD^BJIC.fc^l**, jE&£x 

[0 0 5 6] StUli, t-*«I*S«I*. 

□ >x izttt&v 4 Hz >X0) i < b t 

^x-setl^b-rv^i-xStf-LTgiixy. * 
©six o tzumt 3>fyyf-«j; i* a £ 

x-$S±SBl::-§-;i£>o 

[0 0 5 7] Bg^ba>xVyx-$roiS±B#, $119 

[0058] Lti'ot, zomjuz&tnt. m±\z<& 

»<e««l=«fco-Clt^ba^TW7 i -*fl!)H±tlllB 
[0 0 5 9] ff*L<l*. x-*IB 



(Dftti&it a >x > x— S» Icfcff 5 5 ■< -tr > X© 5 *> 
'>£ < t tx-*S±»l=MKEllMI* x— S< IBii» 
b-f^^Px-XS^LTSISys -trosis^fcs&^b 

[ 0 0 6 0 ] / <fr b Sfi LfcffiHHba >x >y 

x— s»^s±-r-5i:#. x— s»sasspics*-r§x-5ia 
lix-SEBttfr&flNUta >x>^x-^ £w»y . 

[00 6 1] Lfci<oT ( cro*WlcJ:ih.tf, jEBfcx 

-So -tflfSII, Bt^ba^xl/^x-^fO^'tcae- 
3?£|fc± LT«a^ia§ Z t 

[0 0 6 2] 5f*L<li, x-$K»WI*, x-$iSB5fc 
SBfr b *M rTB£ x-?!BfllggT?$>£o 

[0 0 6 3] x-*i|*«BI*, iB«X-/N>bBf^b 

ft« LfcBg^b a >x V7f-* J: -f HZ >X 

[0 0 6 4] LfctfoT. CCD^EfllCcfe^li. ftfifflf 
-^IE»StBtlS#jba>xWx-5tteJ:t;/*/i:l4 

7 -f -tr >x *E»-r 5 = 1 4<-e * I o 

[0 0 6 5] 

£#I!Lfc*<bBfflKiPJf £ 0 ftfc\ H+P-*fcl* 

[0 0 6 6] H1I4. *^B^|cJ:§)i^4I^S^S± 
05»*fr-5BS^ba >f>7f-$ S > =E 'J *- 

[0 0 6 7] 4-fc\ iaTTfl*8Mt«B»IB*^Lr-r5? 
*;u**x-* *#aHMMSa.— TlcEfflf^x-^E 

■CW 6^^***31=. **WI*C<DJ:?ftJi^lc|8S 

fct?tlffl«x— llil^x-^^^iB<lT*Ji 

[0 0 6 8] 111 £#RgLT, Ei+tU7 2 01*, g 
BO)«?lt*BIP!*ai;r»fc» #8l«miga.-xANbro 

X-y— /^1 014. x-^Eft «»T7?tXLT*fc 

ai^misa.-x<»»i^misii 1 ooi^tii*ifc«y 

*-Kl 1 0*<JES&fgHx-*£&o*5j!>\ 

iE^O)^ =E >) *- K-e**^5^(DBIiE««*fT<i: 
L\ IEa&> * 'J KI=W LTBf£©Hre*3ti:: * l J 
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$ ft «fc tfflWfl: 3 >T > ? $ « *±+ 5 fc 46 

[0 0 6 9] lBfi* J c l JT2 0l4. ga<D8H&«JS»£ 
aCTB«***S«Lfc»WIB«i ooic|i*3*i 

[0 0 7 0] ■ii=fii^Tli. fctilttlWWlBi— 9 s 
COBSMfSffil 0 0 Id*, tfKWttfcj'tya-Ki 1 
0Wt»**t4«Wi:ft-3T^*. >«U*-K1 1 o 

i*. m%mm 1 ooi=j:y»«4*ifc»#fl:a>T:/ 

[0 0 7 1 ] £blc, fctS.tfSMt«Bi-^li. «» 
0 0(=8H*Lfc^yK*->i 30^^^LT 

[0 0 7 2] BIT-Ctt. Cffi^ift7-ft^-A'1 

o t mm** ') t 2 o t & * -c . e«*- / < 3 o t am 

[0 0 7 3] £fc, ZO&oK&m*)— /<3 Ofrb. & 
)HBSi*l:3>TV7f->SeSt4ffilS riB 

[0074] c©*5ft«wifr*=fe. 

■J*-Kl 1 0£filfflLfcUi:, EflhJ— /<3 O^b^ 

[0 0 7 5] Lfr*, iEfi+V'JT2 0izfcUT, fct 
jttf 1 >f>ff-# SEflr*-*fctfl=*©S 

»S«-»LTfc<Ci:-e, »Ht«Bi— Wziy^f-^J 
f-^^Sf ($*<7>D-K) *4fctfl=3S£-rS*ft 
Ml* V U72 0 A<Sl^miSilcoiiIg*'4i: 1 i 

[0 0 7 6] Hll=«LfcJ:5 61«jatl=fi^Ttt, 

9£Bi^ibt"&735fci-C0tC9"efcy, c?bl-. I^3IC 
It, ZO£o\z&mZfttz^>T s sVT-Z<Dtem^t: 

[0077] **Mfl)3iifia)»«i=J3i^ri4, ftc:. e 

b0n>x>^x-^O)^»)$tlzMr^ISlI*3ct:t;^x 
#BK*L<l*««««)«6*ifc 



5T-*s£«*£»fcms«i:t,*5. kitisii:) ) 

icft-f S 3 > t > ^ t— $ CO UJ 73 $ Rfiit-f 5 - <h iz J; o 
[0 0 7 8] H2I4. g] 1 iC^Lfcx— ^IBIlvX-xA 

[0079] E,mv—'*ao*.ymti<ti&Tr- 

$\z-?l<>TmWt&, Da t a 14. %£t-$W®3 > 
f^x— a>f^f-$Da t alcl4, 

±^mKo\z^x&^Wi^\timisMz^ 

V^x— 9 [Data] K cA<ZCDff$Sr'iafi 

*-/<3 o J: yswf«Ki— y ! i=E***i*. 

[0 0 8 0] fcfc\ JilTI=fc^TI4. [Y] Xi:l*-5* 

[00 8 1 ] $bl=. Effl-9—/< 3 0*^614. fl»<ba 
>f>7f-5! title, n>f-^ , 77-*—S'l3H-r-l)l 
ft*fc*LM4-9— /<Tf -bXHa^ro^XfllSt LTCO 
ttlOlt«Da t a - i n f ME***!.*. IBS^ 
-/<3 OA>bCOBf^bn>-x>^T : -'5!fccfci; : 7'r-bV 
X«*©E«*«3ef*fc»©»aa-K-C*4 H7> 

f7->3>i DA<E«-y— /<3 o iooi 
cora-r^yisy^ti-s. £*>iz. 7^t>xMtLt 

14, 3>fyyf-$Da t a*»»J-rfifcft©a-K 
T'fe-S>a>-f I Dfccfc^^'f'trV^CO^fTSffS-C 
#§®Sa-K-efe-S>7-1'-fe^X I DJf\ fi]ffl#fJA^b 

ElcS-r-i>tf^t?fc-S7"7-bX*||itfffiAC 1 fccfet^T 
-5rS±4**(=i3l+4«W1«ai?a5*ll±«l8AC2» 

*<#«-r§o utt. ^-r-tr^xfaKotuvxV'y i d 

t7-ft>7 I DtS4lll«»iBAC1 tS^WUAC 
[0 0 8 2] @3I4, 01 l:iStf-' >E«*>^tA(c 

[0 0 8 3] *SIWC0*teC0^tfcLNTI4. fBIISS 

f|±^*±-rS^i:A^^-5<fe-5l=S±f he 

RL (Class Revocation List) 
OmmZftKOo iitTT-14. ^IZfECTlB-f-CR Lie 

[0 0 8 4] *±^7^'jxKHa«ai:i*. 5-f-t> 

^E'J^-KCO^^X^yx h7-^Lfc»±77XU7 
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[0 0 8 5] S±^7^UXhf-5iCRLIi, 

-/•?3 ortr-ta^^^ title ^ua-Kflict 

/ a >T 7 L x— 9 £ Miff L T < •mtfhh 

ofc£±£^xyx hcOM$ftOW»i£*l»iU Sl£fr£ti 

*l=Effl-r*. *fc, Slt*7X'JXhO)£MKOlvC 
I*, Mja©a-£KttLfc*#T-* C R L_d a t £ 
ISfitt— m'3 0«J:y*±L-C, CWcfclST^'J* 
- Krt©«±-? U X h C R Lii'tSx b*l 38lJ$i 

>|ZOlATte, CRL_v e r £ > =E <J 73 - KffiH * l J ttS 

73 u ctt^ffifi-y— /\*3 offljT'Siii-r-scticcfcoT 

/<-i?3^»a**fff*. l»f-$CRL_dat 
[008 6] CKDJoKs i±^7XUXHCRL^ 

BMMMSlifc J:tf * =E U 73- K^ro^-f -b >xft<D«*S 

[008 7] C03cfc5l-, > 'J ±1 — Kl^ff)*±7 7X 
>^'J*- Krtl=fclt-6*±f ^X'JT. hC 

r Lrotaii, ±iau'<;u<ti4^iLic> =e >j a- Krt-r? 

^/i-UyA^htva-Jl/ (Tamper Re 
sistance Module) \Ztmt atfl-J: O 

i:*oT±ttb^?.llih^ 5X ijx hf-* c R l 

[0 0 8 8] »Hf*B*fi«ki;J t: E , -)*-KI=l±H*<D 
'AMlfcmSL KPpnfeitfKPmo i A<-t^-p*liglt b 
*U ^BBBS^«K P pnjSWKPmc i liBl^miSffi 
lc@*(D«!ffia^»Kp nfccfctf/* y*-KII*c7)fi& 

[0 0 8 9] £fc. x-*fl±S* (ttfflUBII) 

t/^^E'jTJ-KCD^^XEW^tLr, Crt fn^ 
tfCmc i A^tL^ISItbtl^o CtlbCD^XSEE 



«U*-Kfc<tlfa^f^I±at(D77X 

[0 0 9 0] ZtlbOl^^U*- Kfc^t/nVx^^fl 
±«*H*a>»BHl»*«fc <fctf $ 7XlIBJ»l*. BEf 
— £ [KPmc i //Cmc i } KPmajSW (KP 
p n//C rtfn] KPmaCjgSt. liiffimiZ** 
U*-KfcJ:i; j f-5'S±*l* (ttttVIStt) l=-t*i* 

^tBti^tiSo mzmmizmwtm. KPmaiiE 

[00 9 1 ] 041*. 01 ic^Lfcx— S^EfivXxA 

[009 2] ^ t U KJft ^ =E 'J *~ KHtlDf- 

ftffiVBttl 0 0, *=E'J*-Kl 1 0IC 
fe^r±)*$4l-5«iifflKs 1 ~K s 3*<ffll^b*l£. 
[0093] ftilSlK s 1 ~ K s 3 I*, Eit+f 

±-f4H*©#a«-efcy. JiiTicfcLNTi*c^broft 
Ji^Ks i~Ks3? r-tr^va^-J fctnfcScfc 

[0094] :tif.©t-r>a^-Ksl~Ks3 
lis S-HS-tr^i/a^^ctlcMcDfil^^-r^CtlwJ: 
y. Effl-y— /<. ***SS«lfc cfctf* =E >) 73- Kicio 
T@a£ti&o JH*«(C(i, t7va>+-Ks 1 I*, 
Efi-y— /<lcj; oTEfi-fe v 3 >wtlcf6±$*i-5>. 
tr>a^-Ks 21*. ^'Jft-KKcfcoTEfi-te 

V 3 >fc cfcim±-fe S/ V 3 >C t ICH* U t7V3 

>*-Ks 3 li. SHIMiBliirfc^Tff^-fe r>3^" 
tlc^±$*L§ 0 g-feyi/a VlcfclvC. dtibCO-b-y 

T> -tz->i/a>lzfclt^-b+i'Jx^3tS^lSl±$-t±4 
[0095] *fc, ^^'j*— Ki 1 ortc^x-^iiaa 

^eai-iifctocrj^tLT. >^y*-Ki:^7J«#w 

t lzm.% * 4l*^HflHI« KPrnt, &MBf 4« KPm 

-em $ tifcx- $ £ set A<«rte/c£ > =e y 73 

[0096] 05i* s 01 ic^Lfc^-r-fevx-y— /*1 
o<D«ua**-r«ie^pv^iai?fc5. 

[0097] 7-<-b>x-y— /n*i oi* s 3>fyyf- 
^^Fff^cDTjjtic^^rng^bLfcT 1 — s»-v>, 7-r-tr> 
x i Dmo&mftmzmtztzitxDmiT-' s"<-x 
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304i, &mmmii-— i f?tiz=i>7->v7-$^ 
<<-x 3 02i, m±v 7xijxkrl z<gm 

tliCRLf- 9'<-X306i > tt^-r— 5"<— XIC 
iSft $ ftfc a >x > '7 x— S" <D > - i- * > - 

ftfcT -SEfflriEBT-* 3 0 8 t , It «f-$ * 
-X3 0 4. R4f-i"<-X3 0 2 ( CRLf-5"< 
-X3 0 6. 0 fcJ:t/E<I 

fMiT-**-X3 0 8frb<7)f : -'5'£M*XBS 1 £1> 

agP3 1 otconii-cx-^ftft^fTftafctoroiifiSii 

3 5 0tStx.4. 

[009 8] t-$ ffiSSB 31011 /UBS1 ±<0-x 

-Closer, x-^ffiaass 1 0 
to<DiB«iWSS3 1 5t, iseiij»3 1 5\zmm2ti 

T. IB«-tr-vv3>B#[c-b-v->a>Jr-Ks 1 £fg±f 

£ UW««6tt^ P. iS b*VC £ fcBSE(Dfc«)©SliET 
—Si {KPmc i //Cmc i ] KPmamtSfc 
ft<0&MBB«*fi9#-f*BSEB«l*»3 13t, >t 

CDlglEx-^ {KPmc i //Cmc i ] KPmafI 
USB 3 5 OfccfctfAXBS 1 ^LTStf-t. IglESI 
1 3*Nb<0^MlliE®KPmalZ«J:o-ca^fil 
9*fi&5«#ffi8»3 1 2t, t'r>a>+-It«f 

3 1 6j=y4***ifc-bv>3>*-Ks 1 £m^®a 

g[5 3 1 2|Z c fco-C?#b+tfc / ^Bflfl§-§'^KPmc i 

rBMMbLr. /ubs 1 iz&ijtz>tzto<D®mmm 

S53 1 8 i, -tv is 3 >+— K s 1 lc<fcoTBg^b£*i 

fc±-ea«4*ifcT— s<£/\*xbs 1 .tygtt-c. 
mmzfiu => ®mmm® 3 2 0 1 

[0 0 9 9] T-^5aag)!3 1 01*, £bl-. BEIiflffll 
353 1 5frb#x.b;h-5 : 7-<-b:i>x8Kc 
IAC2?, ffi^ffiag|?3 2 0lCj;oT#bttfcy ; E'J 
*-KB*<DttM«*BKPml=,fcoTB*<b*4fcft 

roii^b«aaS5 3 2 6 t, ag^lbffl«ffl!3 2 ecottj* 
£. m^mmU3 2 ofrb^-xbti-S-fe-v va >*-K 

4ti(OBt-§-<bjfflaSP3 2 8 t 

[0100] -trVX-tf— /<l Offllit-r>aM: 
fcit-Si&ttKoiNTi*. ^iiif7P-^v-h^^fflL 

[0 10 1] H6I*. Hi l=*LfcBHMtK*i OOffl 

[0 10 2] &««£»1 0 0 1*, 8!«mfSffllC*y«l 

*eai**t««#*5E«-r*fc*<n7>x^i 1 02 

t. 7>ft1 1 02^6<D«**Se(fC<-X/OK 



LT7>ft1 1 0 2lc4S.*fc*(Dai5E«»l 1 0 4 
ff)/UBS2t, /\*XBS2^^LTBI«miS«1 0 0 

©»tt£W»1-4fctf>©a>hn-7i I06t^ 
t?. 

[0 10 3] gtffBBB 1 0 014. £blc. 

1 0 0lc#x.i,fciftcD^-##g|i1 1 
08t, zi>hP-5i 1 0 6^frbtB;*j£;h.-5t!?S£ 

wniot. il£(DJIf§i!]fM=fclv-C> x— 

X B S 2 S^LT^X. bftSSIlx-'S' IC*-* l*T** 

[0 10 4] fl|ff«|S«1 0 01*. * bfC 
1 1 1 20&fi&T4 V$lim j %ti^h7i-n>fm i %lz% 

mt&DAMmmi 1 1 3<t. da»i 1 1 3©* 

*£^ffi*gS*^ffi*T£fcft<754]§^ 1 1 1 4i£ 

[0105] St*mB*i ooi*. £blc. ii^coaiS 
iSttlcfcl^T. 8S?&«IS8li 0Ofl)2- ifOTSUfc*^ 

A 2)-f-g>-?f£ 1 1 1 5<k. £ 1 1 1 5frb 
3AD£&ff 1 1 1 6t. ADtlifl 1 1 6fr&©T 

* Mm* mztottizfc^ x®mt it/u b s 

2^X**?S»^basi 1 1 7i$tt. 

[0106] %ffi«i£tti ooi*. $bic. ise^-/N* 

3 0frb(7)P>x>yT-$ (ffSSx-^) £l21SLfr 
ott*fcfflB+«fctt©*K^»fc>*'J*-Ki 1 o 
<t. y^'Jfc— Kl 1 Oi/UBS 2tfl)fa<D : r— 9 CD 
gg^SllOT^fcaftfl^'M^^i-X 1 2 0 0<t 

[0107] ttivvistti ooi*. f*#mis$t 

lKPp1 fccfctf^XlPWC r t f 1 
K Pm a tWti C fe^OiEalt^ISiiE'etStt® 
|C«H^b Lfcllif-^ (KPp1//Crtfll K 
Pma£«ft-r-&BSET-*«i#»1 2 0 2S*t. C 
CT*. «l^miS^ (f-«*8i) 1 OOffl^Xn 

i*. n = i r-jbst-r-So 

[0108] fli^miSfil 1001*. * blc. 

o^x>'ys±iaB) i*fl)*wc*SKp i 

fttSKp 1«lfgPl 204i:. /UBS2i)^bSltfc 
f-$SKp 1 iCcfc^T^L^^U^-Kl 1 Olzj: 

1 2 06t^t. 

[0 10 9] ft*«|S«1 0 01*. $b(C >^'J7J- 
K1 1 Olzfem^^fca^xV^T 1 — >OH4*fT«:a 
S^-b-yVa^lcfc^ry^'J^-Kl 1 ot©IBT?/« 

xBS2±i=fc^r-¥>y«iy**L*T-**«*fc-r* 
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v v a 1210t, 36±**ifc-lr r>3> 

*-Ks 3£tr5§-«l!3$n 2 0 6lZcfcoT^b^fc-tr^ 
va>*-Ks 2lC c fco-CBt^bL/ < ;XBS 2lCj±J*-f 
&Bg^b4Mt|5 1 2 0 8 £ ££<L\ 
[0 110] H^illSitl 001*, * 6(C. AXBS2 

ai- sflnnaawi 2 1 2t**t. 

[0 1 1 1] ftfflMSflh 0 0 1*. $blC, /UBS2 
JcUBi^bn^TV^T 1 -^ [Data} K c *«lt 

r, 2 i 2iyi5iLfc7Y^^iKo 

1214i. W»ffi9ffi1 2 1 4<73tii^$Sltr=l>^ 

^S*SI5 1 2 1 603iJj*^x-< v9;Hl^bT±a^' 
1I^I::»f£DA»ft1 2 1 8 t. DAK8t£i 1 

1 3tDAtMi 2 i 8t©a**5titr, 
Kioscra^wictti^i 1 1 4*fci*4iTi 220* 

£,mtl?%tzSb<D7>'( -V^l 2 2 2t, X-f7f 122 
20fcB*^SItt. ^»;K*->1 3 0<t^lif -Sfcft 
<D&«4**1 2 2 4t££fc\ 
[0 112] fcfc. H6f=j3lvCI*. KHaMMtafe 

w£i=***>* ? □ 7 $ * mm l . *»«a«*<* 
*«s.n^ais*i!6i=iB-rs^pv^i=^^-c:i*. - 

[0113] ttwrnew i ooo#i«»»(D#t?5/ 

aVlcfcttSttftlcoivtl*. &(§:<!: 7 p-^-v- 
[o i 1 4] im*. ji^ua-Ki 1 oa>«jS$iftM 

-r-5fcto03»^P-v^E!-efc§<= Kl3lftBflLfc<i:5 

tit. KPmci fccfctfKmc i i«RI+&*U * * 'J 
*-K<D^7XBEW»Cme i frlSltbft-Stf. ^ U 

*-Ki 1 oicfcivti*, c*tbi*£&£!t i =i -e**t 

[0 115] LfcA'ot, j»=E'J*-K1 1 01*. HIE 
X— ? [KPmc 1 //Cmc 1 ] KPmaJSIt^i 
ISIFf-SffiftSPI 400t, ^^E'J^-KfOflSl^t 

mc 1 &ftgP1 402i, ^=E'J *— KcTtlcH^l^lS 
S**l5»MflKm1 *«6ft-*-$Km1fiH#»1 4 
21t, Kml !=J:o-C«*^ft*4«lllM-»KPm1 
£ftfc-f -5 K P m 1 ffi&SIS H16t ISHt- 
£ffif#SP1 4 0 01*. ^t'Ji-h'OaSfc.t^^X 
tl»£**l*»*lB#«K Pm c 1 fccfctf 
^7XlIWtCmc 1 S»BBBffi«KPma-e«#-r4 

[KPmc 1 //Cmc 1 l KPmatLtitlt 

[0116] erotic. t^tjjj-Fti^mmw 



tt 3 * 5 l=. Efi $ titz □ > t > 'V t- * *>«N**b * h 

[0 1 17] >^E'J7J-Kl 101*. £blC, y^E'M 
>S7i-X1 2 0 OirCOratJfi^^sS^I 20 1^ 
LTSSff4-r>*7x-*1 423i. f >*7x- 

xi 423i ©f«-e<M-£-tf> y is y f-5/<x b s 3 i\ 

/UBS 3iZ<<>$ 71 — X 1 4 2 3 frb-^X-bft-Sx 

Kmc 1 £Kmc 1 ffiJtSB 1 4 0 2*6ftltT. E«tf 
-/ \* 3 0 4<E«-b -v v a > I = fc t ±fi£ L fc-tr -v v 3 > 

+-Ksi*sijaiPai=ai*-r4fl[*«ia»i 404 

fc. KPma«J#«1 4 1 4fr&BIE«KPma£5EI-J- 
t, MUBS3C4x.b^lif-5^bKPma(;c(;?i 

m^sas^nfr Lxa-tiss^ie^bflisspi 4 1 01c 

itifit Z'&^mn 1 408t, WmX-lV^I 442 

iz&?xmjRmzs§-z.z>ti$>m\z&-ox, mwkxjy? 

1 4 4 4|cJ:^TiBiRMfc4*&ih.4T-*&lWfl:L 

-o*x b s 3 izmt>? zmmtmrnsi 1 4 0 6 1 s# 

to 

[0 118] / t'JA-Kl10li. $bl=. IBffi, fc 
£©<g-t: 7v3^l:fiUtt7V3 >*-K s 2 
S«ttt4tf ! /a>t-«t»i 4 i Sir. -br>a 
>*-2&±Sfli 4 1 8(7)tB*Lfc-tr-v va >+-K s 2 
£«-5y«iSSli 1 4 0 8IZ c fcoT?#btt'S. / ^§flag^KP 
pntt<l*KPmc i IZcfcoTBt^bLT/^XBS 3 
iCisiaif -Saf^bffiSgPl 4 1 0t. /UBS3iUt 
r/a^-Ks 2lc£oTB^b£ftfcT-' 5?$Slt 
r H v is a 1 4 1 8 £ y ?#fc-b •> -> a 

-Ks2l:J:oTWU «*HSIl*/<*BS 4l=2&ffl 

-f-s a-^ssin 4 1 2t^t„ 

[0 119] >=EU*-K1 101*, £bl-. /UBS 
3±0x-$£^BBHS^&KPm1 t#*ft-r>*'J* 
— Kl 1 0ltfl)iBi«WKml |:J:oTWtifc 

a>Miffrofcto(Df : -^CRL_cl a tlC^oT^IE 
Sf**l-5»±f 7X'JX hf-5CRL^/UBS4 t t 

(Data) KcfcJJt/ftHHtSDa t a - i nf?/( 
XBS 3 .fcyaifTtefft-f Sfc&ro^'J 1415t$ 
£t\ ^^U 1 41 51*. ^1 X. (**¥*»:> ^EUI- J: 

*fc. 1 5 1 5 1*, l±^7XUX 

hCRL^IBtlLfcCRLfltil 4 1 5 Air. n>x> 
V I D^ttH e a d e r . B§ mt^l >x >7f~* 

[Data! Kc. t$&ltte^ib=i ^^Vf-tam 
iStS^Da t a - i n f ^EMkLfcT-^HW 1 4 1 5 
Bt^bfiSc-So 

[0 12 0] >=E'J*-h*1 1 01*. $bl=, «^«&a 

351 4 2 2lzd;oTi#b^^7-f -tr>x^«}#1-^fc46 
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[0121] 7-<-b>Xfl|ffiffi^SP1 4 40I1 Nfi 
[0 12 2] Jjtfe, g|7IZfclvC, H^T-HA/f^HHi 

-;n*. -lsicii$>/^-uvx^>x=Evi-;u (t 

amper Resistance Module)"*? 

[0 12 3] J^U 1 4 1 5t,#ftt. iv 

i-;UTRMrtl=^ii*tL§«tJ3£i:LTtJ:^o LfrL 

1 4 i 5*fc«l#*;h.Ti\4W±lci«&S±1*«l*. 

c©**'j 1 4 i 5 [f»<D-T--$ -eii, f-££B±f 

* z t itT^feT' fc y . fr-ommu $>/^-uvx$> 

^tva-j^l:«|J 1 4 1 5£Slf-5&H!!MSlV0 

[0 12 4] JSLR'TI*. fBJHft©fc«)7^-lrXWW1ta 
AC 1 l±??£iaik0«IIB$fT&5ttfflfttt?fc*?5±ll 
S±E»tlWtMRAC2ttll±WftftMH* 

l, r^t^siitSAci j3«j;i;s±@K*»til*A 

C2S. *tl€*U S±@ftt«BAC1. S4IIAC 

[0 12 5] H8^#RiLr. Sgfft^^f^7f-9 
[Data] Kct. 7f*>Xg£Kc. SSIslStttR 
AC 1 , fc«fctfS£»»AC2*fr&J** 7 

ACKcWIfitftEl**** r F F J T?«U 3&JMRA 
C2|Z$l]|i^/ c j:lxi§££ TOOJ T*aLTl^. 180) 
(a) I*. Bf-SHbS^X [Data] Kcfc 

cfc^^-r-trVXA^^ U*-K1 1 0lc*3ll^4xTfc 

y, %\t-iZS§mt=i>ir>VT : -$ {Data} K c t 

to 18 CD (b) I*, E£mt=i^T>VT-$ 

{Da t a] Kcfc£tf7>f-fe>XgiKc7b<#£L, ~ 
». S±@»SIMAC 1 iCcfcoTB^bnVx^T 1 - 
5i [Data] Kc(DS±A<1Hia**lT^***** 
to H8CD (c) I*. nWfcaVT^T-* 

{Data] Kcfc7-f-t>Xi:A<JEtt**lTfiy, - 
«ffl)lWfta>f^7f-? {Data] Kc$S±t 



[0 1 2 6] 08(0 (a) £#!1L-C, h>t>^ I 
D: 5501 99301 1 2, 5 5 0 1 9 9 5 1 0 1 
3, 5 5 0 1 9 6 3 0 1 2 2\Z& -oTftfetfo&Sgmt 
3>f-i/ry-r— $ : [Data (550199301 1 
2) } Kc (550199301 12) s (Data 

(55019951013)} Kc (55019951 
013), {Data (55019630122)] K 
c (55019630122) . f-<DBt^ftH >if>y 
X-$££-§-'f3f::46a> : 7'l'-t:>X8i : AAF5395 

1 0 4 6 FD 3 5 6 ABCC, 96F5395 1 045 
6AB332C55, F 6 F 5 3 6 9 5 1 0 4 A F 3 3 

2 3 C 3 1 AME»**lTt^. 3 I D : 
5 50 1 9 9 5 1 0 1 3, 5 50 1 9 63 0 1 2 2CJ; 
•3Ttt3e**i*BM-fta>T>^-r-i * ttSffclllftMPII 
AC 1 fcJ:tffi±lffllKAC2A^fl|lT-$>-i>^, 3Vf 
>y ID: 5501993011 2 (Ccfc ot^fj ft£ 
Bg^b3>x> , >T-'5'(7)ll±[H]$fe$i|PSAC 1 I* 2 0 
Hk 5±MliAC2l±ftffllfi-t*&«. LfcibT, =r- 
$MHS1 4 1 5BlC|BII$^fc3'OC0Bg^b3>T->^ 
T 1 -* {Data] KciZtit&yJtyXltyj-b^ 
XflMBfcfcffil 4 4 0l=Ktt**l-CI^4. 

[01 27] I8C0 (b) £#B8LT\ I 
D : 5 5 0 1 9 9 3 0 1 1 2, 5 50 1 9 9 5 1 0 1 3 
icioTitSSJiiliWfcar/TVyx-* : {Dat 
a (55019930112)] Kc (5501993 
0112), (Data (550 1 99 5 1 0 1 3) I 
Kc (55019951013) , Zto&mt^ >"f> 
&tzlb<D7<< -t^Xm : A A F 5 3 9 
5 1 0 4 6 FD 3 5 6 ABCC, 96F5 3 9 5 1 04 
5 6 AB3 3 2C5 5A<i3iS$*lTl^o 3 >t 

'IsV ID: 5501995101 3 lz& oT^f 
BS^<ba >f>*;f-> l*S4lll»1W(8A c 1 fc cfcUT?! 
±J«fSAC2A<««lMt?&i.A^ □>x>'^I D: 55 
0 1 9 9 3 0 1 1 2l-«fcoT^**l§8f#<ba>T-> 
y7*-*<DII±ll«[«l8AC1l±0@. S4IIAC2 
I*«t«i|»-Cfc«o LfcA^t. ¥—S> MUSI 4 1 5 Biz 
IEI»**lfc2 0<DBt^ba>T>^x-^ (Data] 

Kc©H, 1 oro^lbaVxV'yx— ?l*7'('-tr> 

X4«5-f-b^XflttWM*«1 4 4 0l;E»**l-Cl^,i: 

[01 28] mS(D (c) £#8§LT, I 
D: 550199301 12, 55019951013 
l:J:oTftS*hiWfl:a>f>';f-> : {Dat 
a (550199301 12)) Kc (5501993 
0112), {Data (55019951013)1 
Kc (55019951013) . *<0Bt^b=l >f-> 
> >T : -S£«^3/c<fc£)7-r-t>XiSi : AAF5 3 9 
5 1 0 4 6 FD 3 5 6 ABCC, 96F53 9 5 1 04 
56AB332C55A<ESJtitl^. *fc, a>x 
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yV ID: 5501995101 3 IZ& oT^ 
BH*fta>T->*yx-*lill±EI*«EAC 1 fc^tflS 
£)BIIKAC2At«miK-eft i J. ^fy>ID: 5 50 

I 9 9 3 0 1 1 2lCcfeoT!t#S^tll>^^b3>T>-V 
X-$0|S±|l|Stf&IJ|gAC1[*2O|I]. S4WAC2 
l*»]HT?fc£o £bld n^V^ ID: 5 5 0 1 9 

6 3 0 1 2 aiZjioTWffiiHSllt^ftaVT^X- 
£ : {Data (55019630122)] Kc (5 
501 96301 22) lif-$«1 4 1 5BI=Glk 

tctbO'y-i-kyXWLKc. S4@tt«EAC1, fccfctf 
A c 2 b fig § v -C -tr >x I* 7 -tr v Xffi 
4 4 0lcfag**iT^4-^„ Lfc^o-C, 
IIHE1 4 1 5 Blcf3g£;txfc3oc7)llii^b3>T>y¥ 

(Data) Kc<7)3*>. 1 OCOBg-^b^ >T->y 

[0 1 2 9] H8£#JHLTKWLfcJ:5(::, «UA 
-Kl 1 0ICI*. V£mt=i>7->VT-$ (Data) 
Kc, 7-ft>AiKc, S£[!3£iMISAC1. fccfctf 
S±WPBAC2*<IB^**vT^4A^AM=J:oT#a© 

[0 13 0] 8f^tn>7 L > , V'T— ? {Dat 
a] Kc, fc^^-f-feVXaKclf^aOttlS-CE 

tt**ifc>=E'J*-Ki i 0 4<«Wf«B«i ooi:8i 

[0131] I9~l1 2I1 11 IC^-rx-SIEfiv 

tZMEMW (KIT, Bffltvva^Hl^) 

[0 13 2] H9*#SBL-C, 8tff*S«1 0 0<Z)zl- 
^b^r- ftftffll 1 08S^LT3>fy;f-5ffl 
EfflS*A«&*4i4i. ttttWBtti ooi*. 
ff ;^i-©ail*6Et*-'<3 O^Sf (X 
f'^S7 0) . IB{t+^-/<3 0(7)IB«$llffllgP3 1 5 
I*, jHIg«3 5 OfccfctfKXBS 1 eU3>f> 

2) . ^-a-f-9'<-X3 0 7^b'UBS1^ 

y^-i-J/UBS 1 fe=tu:illl3 50S^L 

rti^misffii oo^amr* uf^s7 4) . m 

ffimiSUl 1 0I±, %S<B8P1 1 0 4lzj;or3>x> 
7>-i-ffiL> 3>hP-7 1 10 61*. 3 >T" 

>-y^-o.-$S*Si5i i 1 oizmmtZ Uf'^s 

7 6) . 

[0133] to-rzt. nmEm oo«)*s«i 

I I oid*. gn 3ic^-r^>x> , v>-3--6 o*<a 

jj^ftSo 3.— Ifl*. 3>fyW-a-6O05f^O 
0 1, 0 0 2, 003, ■ ■ ■ &Zk\Z&r3X 



i 1 old*. moWMizWnt &tz&b(DWtfU i 
1 1 1 #81+ b*VCU-5. 3— tfl*. g*^5 1 1 1 OIC 

aVx^x-r 9tf^£*vCl^*^<k#. »fT« 1 1 
1 -v^-r-So HfrSP 1111 Id*. »J<Z>IB®^ 

[0134] m%mmmi oo®p>hp-71 1 oe 

I*. 3>TW*««**tfc5^*«KL Uf'^S 
7 8) . »(t»i 1 1 nVI-P 
-5 1 10 61*. »fT»l 1 1 1 C:££*l&TKUX£ 
&SffiS51 1 0 4£ttL-CEflW— /<3 0^a&«U SU 
(DDBiB*ai«-rSJ:5l=K*-ri. ^LT. Xt-v^S 
7 0~S 7 8 36<»jg**t-6. 3>x>^^=-a 
—I*. zj>x>->>r:3.-6 Ofrbfi£-§>tt$Cffi0)lIffi# 
■■W(cEW*:h.T*rtSiliTJ3y. #Mffil*. 5?*> 
;K0^^§Bt^b=i >f>7f- mZi>^»^x-& 
ffli(OBf^bn>x>^x-^^^bfiici l =i>T L > 
y > - a - 1 C J; o T tit It $ *i r ^ -5 „ 
[0 13 5] *LT, E<r9--/\*3 ofrb&3&<7)ii®l:: 
cfeoTilbtir^fca^^l/^^-i-lc. *a-*-«R 

ttXf'^S 1 7 O^&frU E«»flFtt*7-r*. 
[0 13 6] 3Vf>7^-2-6 0lt Bf^-lbzOT 

y. Xf'^S 7 8IZfcLv-CBf^b3>f-> , >T : -'S!^ 
jM?**ifci:*, □>x> > V^-i-^b«^tifcBf 

(Xf'?7"S 80). 

[01 37] L*C. +-*^g|5 1108?^ LTBa^r 
3 > t > 'V t— 5 © 7 -T -tr >X $ K A1" h fc #><D« A 
*frAC*<AA**l4 (Xf'^S8 2) . o*y, a 

[0138] mmka>T>*jT— Sf<o«A*#Ac^ 

3>hP-5 1 1 0 6I*. iitR^tLfcBg 
^ba>T>';/T— *(::*t*-.6=i >fy> I DtHCa 
>x>>7 I D^TSBg^ba^-ri/y-r-* [Dat 
a] Koi^t'JA-Kl 1 OlciatS^tiTl^&l'^ 

(Xt??S8 4) . CflifHr. □>hD-7 

1 i 0 61*. SiR^ti/cBa-^Hb^ >^r>yir—$ 

-T^nVf-^-V I ^^U'fVJ?!- X 1 200? 

^Lt^^'jt-Ki 1 o^sflrra. >*u*-ki 

1 0(7)=l> hO-5 1 4 2 01*. -f^7i-X142 
36J:yAXBS3S^LTl)!«tS»1 OOfrhZiy 
f>7 I D^SflSy. *<DSE«ofc3>7 ! ->^ I DA<* 
tU1 4 1 503H e a d e r 1 4 2 4 □ >T 
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V * - =l -fr b SIR L tztit *Ht □ > x > ? T- * AM * 
U ±i — K 1 1 0 |cE»£*iT l^S^£8t*-f 
[0 13 9] CC7)ig&. >^E"J*-K1 1 OCD^U 1 
4 1 5C:fBii£*lfcH e a d e r. Data-inf, 
t$£U [Data] Kc5l1 4 IZtH? & 0 \Z 1 ~D(Dt 

[0 1 4 0] ^LT. 3>hP-7l 1 0 6I4. JlftL 
fcflHWbaVTV^T-^A^^'J^-Kl 1 OldEft 

&l^t#. x— $£E«iJ— /*3 OAMblS^f &fc#><0 
Z>=yf" Yes" £4T£ af'^S8 8) „ BtHtlb 
a^fyvf-^i^t'JA-Ki 1 0[c|Eii£HT^ 
■5t#. ^t^XCDilETW&fcjft-?) (Xf'^S9 
0) o o*y. II8£#MLTlft0j3LfcJ:dK ; 7-<-fe> 
XiKciVt'Ji-Kl 1 Olziafi£;h.TU&j!)\ S 
±@ttMHA C 1 fc<fctCH^^AC2ICct;oTBf^b 

9-f-b>XO)«B36«fTa*3*i*. ^-f-trVXtf^SLft 
l^#l*Xf7^S9 4Aifrtl, 0 5 -ft 

P-71 1 0 6 1*, r7-c-i!>xfMA?j 

1 1 1 OdSiSU 5'T-b>Xfc*It**<*-efllA-rSA'' 

gfrcWKB i> Uf7?S9 2) o a>hP- 

51 1 0 6ii, =y^ j ny7,fzn^mKLt^m(nmm^ 

^—Wi'fcW^ 1 0 Bfct>X-h£*li>ts Xx-V^S 1 7 
0^»(tL. B^Hba^x^x— jtOEfln^ttUT 
□> ha-5 1 1 0 6I4. 7-l'-b>xy-£li?W 

-st. x-$ * Efli-y— / < 3 o ^ b mtt l ft v T 

No" ££T& Uf7^S9 4) . 
[0 14 1] H1 OjflLt. $$BfStti 0 

01*. a-f A<H^ft3 >7f -9 *I)Rf 4 - 1 
Icj; oTttttl L f: a > -?- > "V I D Uf'^S8 0# 
SB) ro^lZcfc&IBiiU^ix h^ft^S Uf7^ 
S 1 0 0) o 

[o i 4 2] y^ua— Ki 1 oi-fcL^ri*. croEd 

'J^xx H-tEXT. BEt-*«M#»1 40 0j:yB 
Sf-S [KPmc1//Cmc1] KPmajWti** 

(7f'y?s 102). 

[0 14 3] &*B£B1 0 0I4. **'J*-Kl 1 0 
frb©BE©fc«>a>BaEx'-$' [KPmc 1 //Cmc 
1 } KPmalzJO^t, a>x>^ I D. 5 -l" -fe >Xjiff 
A£#<0x-* ACt *Effl-y— /< 3 0 left LT2HS-T 
-5 Uf';?S 104). 

[0144] Effl-y— >*3 o-ei*. SHtMtiSSM oofr 

5,a>fyyiD.gEf-5 {KPmc 1 //Cmc 



1] KPma. 7-f-b>X«A*frOT-*AC*5e« 
L Wf'^S10 6) . «-9ffl9ffi3 1 2ICfcL^T> 
*'J*-Kl 1 OfrbffiASftfcBEx-'S'^liBE 
iKPmaf^HJIfrtl! (Xx-V^S 1 0 
8) . 

[0 14 5] EflMM*3 1 5I4. «^SBa^3 1 21= 

A\ ?tit>*>» ^=E'J*-K1 1 O^IEJScD^'J*)- 
h^b<D^MBt#»KPmc 1 tEW*Cmc 1 

fr£«»rr5Bii*iss*T&? Wf'^si 1 o) . 

IMifcBEx*-* -e JbS t *iJSSt * E«#I»SP 

3 1 5I4. ^MbWBKPme 1 fc^(/liilCmc1 

jiiL, sat- -5. ^lt. &cd®s Uf^^si 
1 2) iE^ftBEx— >-eftt^i*i=i4. 

#*BtU ^MBt^BKPmc 1fc«fclfflEW»CnfiG 

i sgSLft^-ei&a^Tf -5 Uf7?s 1 7 

0) o 

[0 14 6] BEEOgJl. IEaO)«»T?a&4C4:A<BB 
£*i3t. Kffi»aS3 1 5I4. Jfclc. >*U*-K1 
1 OCD^XEfiSCmc 1*<»±f 5X'JX hCRL 

X3 0 6lz!I£L.. Ctlbfl^XEWfcA^lt^X 

3>£&7f -5 (Xf7^S 170). 

[0 1 4 7] -75. ^'JTJ—Kl 1 ocd^xEW* 
b<m±t> 5X 'J X K©««*1>-e*4»AI=l4*©lD«l= 
»fT-r* Uf77S 112). 

[0 14 8] BIEO&flL lESftBSEx-^^ltO* 
U*-K*l|jl**»«B«3^6<DT^-lrX-e*y. -7 
5XA<g±^5X'JX Kn*f*^-efcS-t*<«B$*L 

-St. Effl*- /<3 OlcfcL^T. E«Mff«3 1 514. 
E«*»Sf 4fcftffl«aa-K-efe* h5^9v3 
> I D^^fiE-TS Uf77S 113) . -tr^i/ 
a>+-^±SI!3 1 614. M©fcftO)t';'>a>*- 
Ks 1 -b7->3^-Ks 1 14. a^-ffia 

SP3 1 2lC^ott#btLfc^ ; E'J*-Kl 1 OlzWfE-T 
5«^iKPmc 1 ICcfcoT. B£-5Hb&aStf3 1 8 
KioTrWfliiil* (Xf7?S 114). 

[0 14 9] h5>f^va V I DtS&lf&mtthtz 
t7->a>*-Ks 1 14. H5>f^v3>ID// 

[Ks 1] Kmc 1 tLT. /UBS1 fcJ:l>*HIgS 
3 50S^Ltrtlli:fflA*ti4 Uf7?S1 1 
6) o 

[0 1 50] tftffiBBBi 00A<. h5>^->a>l 

D// [Ks 1 ] Kmc 1 £S«-f-5t Uf7?S 1 
18) . ^*'J*-K1 1 0lrfcLN"CI4. ^^E'J-fV^ 
37X-X1 2 0 0^Lt, /\*XBS3IZ^K.b*l,fcg 
ffix—?$. a^aS51 4 0 4A<. ft#g|51 4 0 2IC 
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1 iOMLtbtiit -5 (Xfy^S 12 0). 
[0 1 5 1] hP-7 1 4 2 0I4, IBfi-y— 0 

t. -tr-vva >*-fg±SfM 4 1 8C:*fLT, ^'J*! 

— ki i oizt3^Tmmftmz*kf$.zti%*v>sa> 

[0 15 2] £f=, IBffl-tr-yvaVlcfc't^ri*. 3>h 
P-7 1 4 2 01*, ;^'J*-K1 1 OrtCD^^U 1 4 

1 SlCfBfl^ftTl^lglt^X'JX hCDT-SCRL 
_d a t ^^E'J 1 4 1 5^b«tiitr/'CXBS4|Ctii 

[0153] ffimtmrnui 4 0 6it mmx-iv^i 

4 4 2<0JS*Pa^LT«*«iaSP1 404j:ij4x 
btili-fe-vva >+-k s 1 1ckot, t^^T.'T^^i 

4 4 4fccfcl/l 4 4 6(Djf,^^!II^jSx.?iC<tlCcJ:o 
T4ibhl)-b'r>3^-Ks2 > 4Sf5flBi-5§-HKPm 
1 j3=tlii±5 7X'J7 K0f-5CRL„d a t £l 
oof-Wit LTBf-^ftL-C, [Ks2//KPrti1 
//CRL_dat] K s 1 £/\*XBS 3ICiil7J-f& 
Uf'^S 122). 

[0 1 5 4] /UBSailtti^ftfcBf^bir-' 5< 1 K 
s2//KPm1//CRL_ver| Ksllt /U 
BS 3frb-T>$7i-X 1 423, 201fci 

0 0lztB*$^, 0 0 4»6Eft-/<3 0 

ICiUl^H-S Uf7^S12 4) o 

[0 1 5 5] mm?- /\*3 0(4, h7^V3>ID 
// [Ks2//KPm1 //CRL_d at] K s 1 

£g€L-C, '<m9!kmU3 2 Olcfclvr-feyva 

Ks 1 l=J:*tt#«ia*3lfTL. ^'Jfc-Kl 1 0-e 

±if£;h,fc-fe-v->a>*-Ks 2, **|J*-K110 

0^0&rara^®KPmifc<fct/y*'j*-Ki 1 oi= 

fcltl)*±^7X'JXh(Df : -^CRL_d a t £gg 
Uf'^S 126) „ 
[0 15 6] iBlISI«SIS3 1 5I4. Xf7?S 1 06t 
mmUz^-^^V I Dfc£l/^*>XSgAfrftro J r 

-^acizKot, v-r-fevxiD, T^-fexfflHtffg 

AC 1 fccfctfS;!fe»JHAC2£±figTJ-£ (Xf'^SI 

28). $bic, vamt^isf-^VT—zzm^t&tz 

thO) ? -b >Xg| K c £IS$gx-$ 3 0 4 <fc y n 

t#-r 5 uf7^s 130). 

[0 15 7] iBililSPSP 3 1 514, iJ&Lfc^-l'-feV 
X, f&fr*., 7-f-tr^XgtKc, S±«AC2, 7 
>f-tr>X I D, □>f->y I D, fccfctfT^-tzXfllU'ft 
SSAC 1 $Ht9ftAUltf3 2 6lC#xSo Bf^bffiSSIS 
3 2 6(4, m^m^3 2 OlC^oTfibftfc^'J* 
-Ki 1 0@*(D^BBBg^aKPm1(CJ:oT ; 7-1'-t:> 
**«NHbf4 Uf^S 13 2)011 £#!SL 



r, iBffl-y— /^3 oicfc^r, j'^u^i-ki 1 ofrb 

H^ftfcttit^XUX h©f-9CRL„d a t A< 

gm^frmmzti. cRLdat A««*rt 
f-^cRL,, d a t tfgire&^t^iixxy^s 1 

3 7^»ffTS (Xf'^S 13 3). 

[0158] f-?cRLd a t tfmmtmmzhtz 

it, Bf^b®aSP3 2 81*. Bt#<b5DtaS|53 2 6frt> 
ffi^StlfcBt^bx— ? [Kc//AC2//7-ft> 
XID//3>f>7ID//AC1) Kml^^'J 

IZ*oTS»ft*fTtV (HHtT-* { [Kc//AC 
2//7-r-tr>X I D/V3>T->y I D//AC1 } 
Kml } Ks 2J/UBS 1 \Z&tl?&» ^LT, IBS 
ftl«5 3 1 5 14, /UBS 1 ±(0ag^b J r-' ? [ iKc 
//A C 2 / /'y-i H2 >X I D//3>7 1 ^ , V I D// 
A C 1 ] Km 1 ) K s 2£iHfSS3 5 O^LTiw 
«IStt1 OO^kHS-T-I) (Xf7^S1 34). 
[0 15 9] *LT. 8MMMStt1 0 0I4, 
5 { [Kc//AC2//7-r-tZ>X I D//U>T> 
7ID//AC1] Km1] Ks2?SfL Uf7^ 
S 1 3 5) , /UBS2j3 t );W : E l Jl'^7i-X1 
2 0 0£:fl-LT* ; E | J*i-Kl i o^fcflW*. > ^ 'J 

*-ki 1 oa>a»*js»i 4 1 21*. «H*ftT-* 

{ [Kc//AC2//7^t>^ID//a>f^ 
ID//AC1] Km1] Ks2$l?120 1j3J:^ 
05 7i-X 1 4 2 3£fl-LT3:ISiy. fc-;/->a>* 
-*±SS1 4 1 SICcfe-Drfl^StLfc-b-yi/a >*-K 
s 2ICcfc-oTa-§-L, {Kc//AC2//' ; 7'l'-t?>X 

1 ^"rl/V 1 D//A CI} Km 1 £gg-f •§> 
(Xf7^S 13 6). Xf7^S 146^8 

[0 1 6 0] -73, iBfi+h- /\*3 OICfcl^T, CRL_ 
d a t j&*«*rcftl*£*IBr**i$i:. E*«I»SP3 1 5 
14, /UBS 1 ^LTCRLf-$^3 0 6^b 
M0)Slt97X'JX hfDx-SCRk-d a t £Kf# 
1-5 Uf77S 13 7). 

[0161] «i^b«aasB3 2 s i4, sg^bffiagP3 2 

6<Dffl*fc. iS11*J«3 1 54VUBS1 ^jYLTffi 
if&-f •5>S±S'7X I JX h<D««fx-^CRL_d a t t 
£gl+T. y^'J*— K1 1 Olcfcl^-Ci/SSftfc-fe-y 
va>+-Ks z\z£-oxntWti. fl»flslG«»3 

2 8 J:ym***lfcB&^b-r-^l4, /UBS 1 fccfctf 
iifflSt«3 5 0*J>LT8l#«ISlI1 0 0l=2&ffl**l« 

(Xt'V^S 13 8). 

[0 16 2] Cro^dlC IB«-y— /<J3*t;>*'J*- 

5t«LfcB&^«*ffll*fdSK*<b*3lffLT. *<DB»ft 
x-* tie J: oT. z*i?tioy® 
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[0 16 3] ^*IS1t1 0 01*. j£M£*lfcB^b-r 
-9 1 fKc//AC2//7^t^ID//3>f 
yyiD//AC1] Km1//CRL_dat] Ks 
2£®1IL (Xt-V^S 1 4 0) , >=E'J057i- 

xi aoo^tf-LT^'ja— Ki 1 o^tti*i"&o * 

=E'J7J-K1 1 OlZfit^ri*. S^^OUSJ:^^ 
423^Lt, /\*7.BS3lC#Xb4xfc 

Mt— * i 4 1 2iz £ ko-ca^-rii„ m. 

*MM»1 4 1 2I4, -t?-vva>*-Sg±SISl 4 1 8fr 
b4ibllfctf >>a V^-Ks 2 JfflDT/UBS 3 

S 1 4 2) „ 

[0 16 4] CCDfSttT', /\*XBS 4|Z(4, KmlSS 
ffl 1 4 2 1 (C«l#4*l4Waa*«Km 1 ■ett^Wllft 
at-§-1b7l'-fe>X [Kc//AC2//7-f-b>XID 
//3>f>7ID//AC1] Kmlt, CRL_d 
a t ttf&t>£tl& (Xx-V^S 1 4 2) „ U^hO- 

X hCRL_d atl^ot^t'JI 41 5flC0|g±2 
7X'JXhCRLA<t#MbW (^T7?S14 

4) . 

[0 16 5] XT" vZfS 13 4, S135, S136 
14, *=E'J2>-K1 1 OfrbilbftT^fcgit^X'J 
ZhCRL„d a t A<«Sf 7^*^SKof 
CD =E 'J K 1 1 0 -sCDEISftlft T? J5 l J. ^f'^S 

137, S138, S140, S142, S 144(4, 

y^ya-Ki 1 o^bibtittfci±^7xuxh 

CRL„da t^RSr-r^LMS^CO^-f-trVXaKo* 

©ptt'jTj-Ki 1 o^<de(§m#t?*5- zv&o 

IC h*1 1 0frbj£bftT#fcl£jJt.£7XU 

X hCRL_d a t igMfr**l"Cl**JM5fr*. 

fitBU H»**fCl^l^*. »Sr<D*±$7X'JX 
hCRL_d a t 0 6frbSW# 

L, >=E'J*-Kl 1 Olcffiffl-fSCtlz^oT, 

Hz > x co«6 b * =e u a - K^co Bt-^-fb □ > T > U> T 

(Da t a] KcCOEIS^KflhL, AO, 7 -C -fe > 
X (73® b *lfc»*«iS«fc cfc SBWfc 3 >f > ? x- 9 

[Data] KcC0S±*l5fi±t?#^o 

[0 16 6] Xx^^S 1 3 6St:liXf7^S 1 4 4 
CO^, aVho-71 4 2 OCOli^lCcfcoT, V$mty 
-f-t?>X [Kc//AC2//7-f-b^ID//l> 
T->y I D//A C 1 ] Km 1 (4, 14 2 2 

KfcUT. M^lKm1l:,):otM**l. 
>X ( 7 ^t^SKo, 7^>XID, a>T->-> 

1 d, n±®mmAcMi&VM£®mAC2) 

Uf'^S 14 8). 
[0167] UX-D-? 1 4 2 0(4, ^-feVX^v 

-r-fe>xlM8«fc»i 4 4oizfBiit^ (xf^si 



50) „ 

[0 16 8] HI 2£#f?LT, *^miS«1 OOCDn 
VhP-7 1 1 0 6(4, Xf7?S 8 8t>J;(;Xf7? 
S9 4l=fel*Tfi:Tfc75?S#MU Effl^-/<3 0 

3„ *LT, B§fca>f>^f- S^ffiffl-y— ^3 0 
frblX^L&l^irt, Xf7^S1 6 4^ifiL. Bt-Sf 
<b a > t > x— S> £ Efg-y— / < 3 0 b ? % t 
x^-v^s 1 5 4^^rf •&„ 

[0 16 9] ^bi]>T->^T ; -^^lB«+>— /<3 0 

tnnm-titt* j***stti ooit E«-y— /<3 
>©Effl»**E«-y— /\*3o^i3nrrs (x 

T-^^1 5 4) . 

[0 1 7 0] Effl-9— A3 0(4, h^Vlf^va > I D 
fc'i[ISl§ft3>fyyf-' S!C0IB1I^*^S:eL (X 

tv?s 156), lif-^^-xa 0 4 b§^§- 

■(buVxV^T 1 — 9 [Data] KcteiWilPtllD 
a t a- i n f £SX#LT, C^b©f-^A*XBS 

1 js*r;ii«*ii3 5o*^Lrffl*-r* Uf'^s 

158). 

[0 1 7 1] »*«IS«1 0014. (Data)Kc/ 
/Da t a - i n f £gilLT, Bf#<b3 >X Wf- 
5 {Data] K c fc«fct/tttt]11f*D a t a - i n f £ 

ss-r* (xt-^si 6 0) . ^(t3>f^7f- 

$ (Data] KcWMttSSDa t a - i n f 
14, /f'J-f>$7i-X1 200. im=f 1 2 0 1 , fc 
J:^>$7i-X1 423Sfl-Lt^ : E l J*-Kl 1 
OCD/N'XBS 3C:e;l£*l£„ Jt^EU^-Kl 1 OlZfc 
IVCI4. SeLfcBi^b^VT-^^T 1 -^ (Data] 
Kcfccfcl/MMfSDa t a-i n f^(C««U 
1 4 1 5lZtmth& (Xx-V^S 1 6 2) „ 
[0 1 7 2] *LT, Xf'^S 1 5 2(Zfc^TSg^b 
3>f>yf-$ £ Effl-y— / < 3 0 * b Sfll L ft I* t « 
fr^ftfc J«*'JA-Kl 1 0A>bEII-y— 

/\*30^i4. h7^v3> i D/zEfiftaroatt 

A^ffl^H Uf7^S16 4) , Effl-y— /<30T?h 
7^va>l D/ZEfflSeaSSEffl-TSi: (Xt-v 
1 6 6 ) , il^x-* ^-X 3 0 2 ^©P^EX— ? 
fcil):h7^va>I DCOIBISIBIIt 1 -^ 

^-x 3 o 8^mmti^Tt>*ixw.m&7<D&mtfmft 
uf'^s 16 8), ±w<D$mt>m7t% ex 

T-V^S 17 0). 
[0 17 3] CC0J:5ICLT, 1 OOCgf 

$tLfc^^E'J*-Kl 1 OA<iEJgCD8!5fT?3&-i>C<!:, PI 
B#l=, ^7XliEW»Cmc 1 irttlCBt^bLTiHiT? 
#f:«^iKp Ijb'^Kmc 1 3 C t 

^^^x'jxh, -r^^b, ^BBat^aKp 1 fc«fctfK 

mc 1 ICfcSBt^b^b^fc^^XMB^UX hlCfB 
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[0 1 7 4] IEil*-/N*3 O-^WB&^bnV^V 

{ Da ta} Ke<DEfll»#W=>^ , J*-K 
1 1 OlCfclt-SBg^taVir^^T— * (Data] K 

c 7-f*^lKc, J3«fctf?l£ElttffllBAC -\mv> 

[0 17 5] Hi 5fcJ:tfHl 6S#BLT>t 

U*-K1 1 OKEfflSfifcaVxV^T-SroBHIMi 
6«1 0 0lcfclt*Wfl£»ffl=OLxTlllWr*. Hi 5 
£#HLT. B±«i^©Bllt& iritis »^miS«1 0 

o©a.— 1 1 oazftLT&mmtf 

SMMtBflh ooic-r ttf7?S2 0 

0) o *0tZ>t. 3>t-P-7l 1 06I4, /UBS 
2$^LTEEEt-^#J#SP1 2 0 2frb!£IiEf : -'5< 
(KPp1//Crt fl] KPma£HiilU ^t'J 

-f>5i7i-X1 2 0 o*^Lr>t'J*— K1 1 0^ 
ISIE"?— ^ (KPp 1//Cr t f 1} KPmaJA* 
-f-i> (Xf7?S 201). 

[0 17 6] **'J*-K1 1 0I4, BE 

IKP P 1//Crtf 1] KPmafSlt^ 

Uf7^S202) „ f Lt. ^*'J*— Kl 1 0(7) 
m^SSM 4 0 814, MLfcttf-: > IKP P 1 
//Crtfl] KPmaf, KPmai£}#SP1 4 1 4 
*lfc^MBH«K P m a IC J: ot«§ L (Xf 
7 7*S2 0 3) , 3>hP-7 1 4 2 0 M-StS&SSR 1 

4 o 8lcfcMt&m^ffl«*£m^bs Bffi»S*tTfc3. 

ttZt>*>. WWt-$ [KPp1//C r t f 1 } KP 
m a tfjEttOBK?-* -e*4fr£A*£*JWf *BIE4G 

a*ff!S5 Uf7?s2 0 4) „ tt-ff-e^fca^fctg 

3>hP-7l 4 2 0l4ISliEf J -^^§acotti7:$ 
f-9BS3fiJ;i;S?l 20 1 ^^LT)««SIS«1 

0 OCD^'M >$7i-X1 2 0 0^tB7]-f 3 Uf 
7 7"S2 0 6) o BBt-* rOt- 
P-7 1 4 2 0I4, SSffLfcBEWfcC r t f iWt'J 

1 4 1 5^bliti3Lfc«±^7XUX h-r-^lC-t^H 
ifrgfrfcflBftTi Uf7^S2 0 5) o -£>il£. 

ummc r t f 1 \z\$ i D*<#4$^rfcy. □> hO 

-^1 4 2 01*. SULfclWmC r t f 1 <D I DA<SS 

■So IPWCr t f 1 A'»i57X'JXhf-?l:SI 
^•5t*"]Bf$*t*t, 3>ho- 7 i 4 2 0141212^- 
***a»ffla*f t --$'BS3j3«fctfilll : M 201^^ 
ItffittBil 00(WfU^>?7i-X1 200 

(Af7^S2 0 6) o 
[0 17 7] XT 1 ^^S2 0 4|Cfc^TlSEEf : -'S!A^ 



MBSEtt K P m a TJtt^T* £ £fr ofc t S5WXf 
•y^S 2 0 5lCfclvC»ILfcSEUI?*C r t f 1 tm± 

>HP-^1 1 0614. ^^U-f^^i-XI 200 

^fI©T-5ff-fX7"U-(' 1 1 1 Od&^-TS 
(Xf7^S 207) , 

[0 17 8] Xf7?S 2 0 5ICfc^T, IPJ*C r t 
f 1 &m±t<yX')X hf-: *l=£**vCl*ftl*i:«if 
01 6$#BS.Lr. /*y*-Ki 1 OCD-fe 
? v a 1 4 i 8 14. v v a >m<Diz 

7V3^-Ks2fl«W (Xf7?S2 0 
8) „ *LT. lf#A9»l 4 1 0I4, -tr-vvaV^r- 
H±SB1 4 1 8^b<7)-tr-vva >+-K s2?, 
Hail 4 0 8X'W.^^tltz<&m^MKP p 1 IZ^oT 
Bt^HbLfc [Ks 2} Kp 1 £/\*XBS 3-sffi7J-T-i> 

(X-r-V^S 2 0 9) o -St. □ > l-P-7 1 4 

2 0I4. SB 1 ? 1 2 0 1 S^LT^'MV^x-XI 
200^ [Ks2] Kp 1 £ffl:*)U 81**8* 1 0 0 
©□>HP-71 1 06I4. y^E'MVf 7i- XI 2 
OO^Lt {Ks 2) Kpl £flS?#-t-5o ^ L"C. K 
P 1 £J#$P 1 2 0 4 14, $&«^gtK p 1 £*t^fl!SS|3 

1 2 o e-^ftJitZ, 

[0 17 9] 20614, Kp IgftfflM 2 

0 4*&m***lfc, &MBt#ttKP p 1 titWoT 
l^WMUMlKp 1 !Cj:oT (Ks2) Kp1«^ 
L. t7V3^-Ks 2 £B§^$ftSSi5 1 2 0 8^tti7] 
-T-S) Wf7^S2 10) . t7va>+ 

1 2 1 0 14, v v a >ffl<0-b -v v a 

-Ks3i*titt. 4zy*>3V+-K8 3*rt»ffla 
SP1 2 0 8-»tB73-f £> ttf77*S 211), BI^MS 
SB1 2 0 8I4, -tr v's a >+-f6±SB 1 2 1 0frb©-fe 
7va^+-Ks 3$tS-^fllilgf 1 2 0 6*bM7-> 
2lC<J:oTBg^bLT (Ks3l Ks2? 
ffl*U □ > hP-7 1 1 0 6I4, ;UBS2fiJ:W 
tU-f^^i-XI 200S^Lt |Ks3] Ks2 
^y^E'J^-Kl 1 Csttift-f •!> Uf7?S 2 1 

2) . 

[0180] ^t'J*-Kl 1 Offllfliai 4 1 2 
14. Sb^I 20 1. -f^7i-X1 4 2 3, j3J:t//* 
XBS3£tf-LT (Ks3) Ks2£A*U -t!7va 
1/+-H±SI51 4 1 8lz£oTfg±;*ft7i:-fe-vva>* 
-K» 2|C«fcoT [Ks3j Ks2jIfLt, 
IS* 1 0 0 -P36± $ tlfc* ?> •> 3 K s 3 * Uff -T 

4 (X-r-V^S 213). 

[0 18 1] -b-vval/t-Ks 3<0gaicj£i:-C, 3 
VhP-71 4 2 0I4, 7^-b>XtS^<Si#^1 440 

i*i<D*h£f -57?-tx*iiigffi*BAc 1 saig-rs (xt 

7?S214) o 
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[0 18 2] Xf^S2 1 4IZfcl*-CI4, *=E>)(DT 

0 -b * ic »f SHIS KM ? 4**-e fc 4 T * -b 7. IHIBIff 

a&S«ai=l4S±llltt£l*7U SilllftMHiclMlfitf 
fcS*ai=l*7$-tzXWH1t«AC 1 Ox-^^MifrL 

•V^S 2 1 5) „ -7J. 7£-feXffl&1M8AC 1 lC«fco 

f'V^S2 1 SteX+y^ft. ??±[£]&ttfBAC 1 14 

1 e) i=aMT**i*. 

[0 18 3] 3-f-fe>Xt?f$g£ftSI51 4 4 0W: 

[oi8 4] xf'^s2i 4icfca^r. 

-tr>XflMMM*»1 4 4 0lztStl^tlfcS±U^XXH 
ffl 0 7 f "tr > X ft K c J: VW± M IS A C 2 *</ \*X B S 
4±ICtil**H* Uf'^S 216), 
[0 18 5] WC.tlfc^'f-b^XaKc tS±MKAC 
2I4. 1 4 4 4<Dfg£Pd£l>LTBi^Hb 

A9A 1 4 0 6 izas&JiS. flHHb«M» 1 4 0 6 14. 

4 4 2(DftjSPd*4t-LTtt^4!lSaM 

4 1 2j;ySltfcHz-^>3>4r-Ks 3lC«fcoT/<XB 

5 4frS>Sltfc3-(' t^XiK c tSSKSISiA C 2 <h3: 
Bt^bL. |Kc//AC2] Ks 3 £/^X B S 3 

fl + S (X^-V^S 2 1 7) „ 
[0 1 8 6] /<XBS 3IZtl37]£*l.fcBg^b-T-'5 I l4. 
-f^7i-X1 4 2 3. 1^1 202, fc^lM^EU 
>S 7 i-X 1 2 0 0 £ft LTStflf «IS« 1 0 0 1=3& 

tf]$i|l«. 

[0 18 7] «K*gStt1 OOfcfclvCI*. y^EU-fV 
$7x-X1 2 0 O^fTLT/N'XBS 2ICfeii$^L^>Bt 
#<bT-$ [Kc//AC2] K s 3 $ m^MSSP 1 2 

ffi±«AC2^fIt^ Uf'^S2 18) .« 
#ffia»1 2 1 214, 5>f -fe>XftKc£«^S!iaS|51 

2 1 4KS1L, S±»!HAC2£/<XBS2|::tU*-t 

5. 

[0 1 8 8] 3>hP-51 1 0 6I4, /UBS2|j)' 
LT, S±mAC2£gaLTPi±0M§CD5tIg£*T 
4'5 Uf'^S 2 1 9) „ 

[0 1 8 9] Xf'V?S 2 1 9|Zi3l^TI4. S4IISA 
C2l=,fcoTS£*Rri:flKaF*i*«ai=l*. 
l4H7$H^o 

[0 19 0] Xf7^S2 1 9lCj3LNTH±PlHgt*IBf 

£ftfcif£. a>hP-7i i 0 6i4, 

i-X1 2 0 0£tf-LTJ< : EU7]-Kl 1 OI-Bg-^bn 
Vt^X-* {Da t al Kc5S*«„ 3f* 



<h. /tU*- K1 1 0<7)n>hP — 31 4 2 0I4, J< 
tiJ1415^Htit3>fyyf-J [Data] 
Kc£!x»U M*XBS 3fccfcl«7-1 201^Lt 
jt^'M >$7x-X1 200^&l3t& (Xir-V^S 
220) . 

[0 19 1] MfflMSttl 00©3>I-P-71 1 0 6 
14, M-TV*?!— XI 2 0 0£:frLTBi"^b3> 
f>'7f-^ [Data] Kc£SS#U /\*XBS2£ 
^LTBt^b3>ir>^x-^ [Data] Kc^M 

&SSI51 2 1 4^#jt5. fit, v&tMmi 2 1 4 

I4, ftWtaVxWT-* [Data] KolPI 
aSfll 2 1 2^t>ai7]$ttfci3>f-> , y®KclZ«j;oT 

7*S221) „ 

[0 19 2] LT, «^ £ *lfc □ >T > 7 7"*- 2 D a 
t a[4#*S±SP1 2 1 6^tHA**U 1 2 

1 614. P>f>7f-^^S4L. DASSIS1 2 1 

8(4x-fi?^;Hi#^77 v py«^i=^SiLxa ; f 1 2 

2 0^ffl7J-f •£<, f Lt, X-fyf 1 2 2 214^1 2 
2 0*atRLT#*x-*l**Fl 2 2 4^LtA7 

k*->i 3 o^&ti£*ixn±£H& Uf'^s2 
22) . z*iiz&ixm±witttm7*z>o 

[0193] H1 7^#iBLT. /*U*-K1 1 01= 
fclt-SBt^bnVT^^-r-^ [Data] Kc. fed: 

>xtg k c mmmwsazit ctz^mt^ >^ 

>VT-9 (Data) Kefti^-ft^lKe* 

©EfltoflfcoixTRW-f*. in® (a) S#ML 
r, ^^ija- Ki 1 orof- 4 1 5 Bici4, 

li§fta>f>7f-? : [Data (5501993 
0112) ] Kc (55019930112) , [Da 
ta (55019951013) } Kc (550199 
51013), [Data (5501963012 
2) ] Kc (55019630122) t, -f-ft^'tKD 
HfiStSISDa t a - i n f ti<E»**lT^4. £f=. 
3W -fe>X«l«1 4 1 5 AICI4, rOxVy I D : 5 5 
019930112, h 3 V3>ID:0000 
0 0 0 0 0 0 0 1, -t>Xg|K c : AAF5395 
1046FD356ABCC, R±|!»MISA C 1 : 0 
0, S4MAC2 : 0 0<D3f -fe>XLS 1 t, n > 
f >'> I D : 55019951013, h7>+f^va 
>ID: 000000003005, ^"feVXitK 
c : 96F53951 0456AB332C55, M± 
HftMRAd : FF, S±«AC2 : 00(07^* 
>XLS 2 tmm£ *lXl\Z>c -t L"C, 
S 1 l-O^TI4, S±@»*1EAC 1 14 TO OJ T?fe& 

Bt^baVTr^^x-^ [Data (5 50 1 9 
9301 12) ] Kc (550199301 12) £H 
-ffcfr*., 3^4z>X*<fclMfcS§£*LT 

*fc, Bf^bzi^xV^T 1 — > [Data (5 5 
019630122)] Kc (5501963012 
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2) ICOUTs 3>f>'yi D, 7-(t>X|Kc, S 
4WIIAC1. fc<fcira±»IIBAC2!b<Ea**lT 

Bg^ba^xV^x-'? (Data (55019951 
013) ] Kc (55019951013) -5)7 
-<-tz>XLS 2/£H-7W£U Bf^bnVT-V^f 1 — 9 

(Data (55019930112)] Kc (550 
1 9 9 3 0 1 1 2), ti&U [Data (550196 
3012 2] Kc (5 501963012 2) |c2ff-i> 
=> 4 -b >XtM¥£ L & l^MX fc-S o 

[0194] 017© (a) IC^-T^^'J^-Kl 1 0 

>yiD: 550199301 1 2 ICcfc offt^ 
B&^lba^x^^T-^ {Data] Kc©EiI53R*< 

■^S70~S7 8 ^frfcfrfts □ I D : 5 5 

0 1 9 9 3 0 1 1 2fimtti£tl& (Xf7?S 8 0) „ 

1 LT> ^f-^S8 2IZfc^T, T2 0J 

Lt, 3>x>y ID: 550199301 1 2\Z&? 
r»S**l*flH*ft3>-T>^T-* {Data] Kc 
Wt'J*-h*1 1 0l::ffitt**lTl*$fr5frA<«*3 
tl-5 Uf'^S8 4) . 

[0 19 5] Cff)^, □VxV'y ID: 5 5 0 1 9 9 
30 11 2lCcfcoT^^^-S>Bt^ba>T><yf : —S! 

(Da t a] Kcli, ^=E'J*-Kl 1 OlCBt^b=l> 
f-^'Vx-^ (Data (55019930112) ] 
Kc (550199301 1 2) t L T IE it £ ft T I ''S 
<DX\ 19fflXf 7^S 8 6^LtXf'^S 9 0^ 
mit&o LT, Xx^^S 9 dcfe^T, 7^t^ 
7>lZ&?Xfemt3>T^VT-9 (Data (5 5 0 

19930112)] Kc (55019930112) 

*<S±Wffifr5fr*<fl»**i*. c©ii£, <S±lal»iM 
lAcitf rooj T-fcS©T% ^ft3>f>7f- 

$ (Data (550199301 12)] Kc (55 

0 1 9 9 30 1 1 2) &n±-tZZttfiV$Ul\ 0 Lfc 

-So ftt> Xx-y^S 9 4(C&l\Tf r -2S!tf# = " N 
o" ©7 7$W£-Cf>ftfcft, Xf'^SI 00~Xf 

-v^s i 7 0l::cfeoTiS±[s]&»MAC 1 £ T2 oj H 

t -r -s. 7 ■< -t > x /•£ it tfmmv—' oofrbj^'ja- 

Kl 1 olclBfl^ftSo -tLT, Ell 7© (b) iZTjkt 
cfe5l3 ; 7^-b>7.LS 1<DH4Eltt«IIBAC1 A< r 2 
Oj <h^M£ftSo CftKcfcoT, 7-<-tr>XLS 1 lz 
cJ:oTBg^Hb:3>X>yx— S" (Data (5 50 1 9 
930112)] Kc (55019930112) £ff 

[0 19 6] 117© (a) *'J*-K 

1 1 oflttSiicfcivc. 8i?ffmiS$i ooroi-f^b 

□ >x>'V ID: 5501234567 8\Z&?Xtt%. 



ZtlZ>ftmtzi^TWr-9 [Data] Kc©IB[I 
mm<*-¥ktt® 1 1 08^LtAAeWt> 19 
©Xx 7 0~S 7 8;!><fir&:bft, =i>^r>"Jl 

D: 5501234567 8 #tttt3 £ ft!) (Xxy^S 
8 0) o -teVXroflflA^MtA C d: L"t, A 

C1 : FF, AC 2 : 0 0 ©ff±HPg& LtfA* £ft£ 
Uf'^S 8 2) . -£LT, H^xV^ I D : 5 5 0 
1 2 3 4 5 6 7 SlCtfcoTff^+l-SBi^bn^T 1 >y 
x— > [Data] Kc^tU^-Kl 1 0(C!Sil$ 
*lT^*fr&Mfl****l4 (Xf'^S8 4) . C© 
3>fy> ID: 5501234567 8\Z&? 
Tft£$ft£l£^b:i>x>';/x-'$i [Data] Kc 
tty^EU*— Kl 1 OlzEttStir^ftt^T?. Xf> 
^S8 6frbXf7?S8 8^ffL> Xt--V^S8 8 
\Ztil^XT-$M ! lf = " Yes" ©77^3!ETbft 

!>o 

[0 1 9 7] f"©t£, Xf7 7"S 1 00~Xf7^S 1 

7 0 7b<Hff£ti. ^'J*— K1 1 OlzaVx^yi 
D: 550 1 234567 8, V-=? V 3 > I D : 
000005500345, -fe>X^Kc : C6F 
569510456AB333C4, H^ISISWISA C 
1 : FF, S4IPSAC2 : 0 0, Bg^Hbn ^xWx 
—Si: [Data (55012345678) ] Kc 

(55012345678) , tS <fc I>*^iif*# D a t a 
D-inf (5 5 0 1 2 3 4 5 6 7 8) A<lHS£ft, 
o. SB&£ft!>o CftlzJ;oT, jt^E'J^-Kl 1 0 
I*, 017© (c) iciM-ttttlcfcy, a— WEttS 
jR^fTSofcBg^bziVT-^^ir— ^ [Data (55 
012345678) ] Kc (5501234567 
8) ©S^nlfifc 

[0 19 8] $ biz, 11 7© (a) IZ^-T^^EU*- 

ki i o<Dttsi=j3i*-c. sialism OOCi-* 

ID: 550196301 22IZ&-zXft 
£$ft-SBi^b3>-T>y-T-$ [Data] K c ©IE 
fl»*tf*-»ft»l 1 0 8£5>LTA*I$ft!>i:, 1 
9(DXf7?S70~S78 A^S^ti. nV-rV-yi 
D: 5501963012 2 A<ttti1 £ft£ (Xt7^S 

8 0) o •?•©&, 7-f-tr>X©BA*(tACtLT, A 
C1 : FF, AC 2 : 0 0 ©B±fllKfc L/)<A*l£*l& 

(Xxy^S 8 2) „ -t LT, □ >x>y ID: 550 
1 9 6 3 0 1 2 2[C c fcoT!f#S£ft! 1 B£"§-|b=l>x>y 
X— * (Data] KcA<>t'J*-Kl 1 0|CE«* 
ftTl^frSA^&sflSft!) (Xf7?S8 4) o C© 
n>T>y ID:5 5 0 1 9 63 0 1 2 2l:J:o 
r^^ftSBf^b3>x>^x-5 (Data] Kc 

i*y^'j*-Ki 1 o\zim£tixi^ox\ xf^ 

S8 6^bXf7?S9 0^W^. LT, Xx^ 
^S9 0lCfcLNT. ; 7'T-fe>XlCj:-orBi^ba>x> 
7f-$ [Data (55019630122)] Kc 
(55019630122) tfSffeWUfifrSfrtfWK* 
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^•5o croii^. i>f/>iD, -trvxglKc, 

H*lsllS*llfiACK fccfc^S^PSACCD^-r^t,^ 
^E'J*-K1 1 OHIBfl^tl-Cl^lMDT?, flf^b=l> 
^.yy^—Q [Data (55019630122) ] 
Kc (55019630122) %W±t -5 C <t #T?# 
&l\> LtztflTs Af'^S9 0frbXf'^S9 4 

[0 1 9 9] ^LT, 7.'T-V^S9 4lCfcLNr7 : -^ro 
m=" No" ©77W4Tbhfcl Xf7^S 1 0 
O-Xf'^S 1 7 0lcJ;-3TII4*I^Lt1-|> : 7'r 
-fe>Xf£l+#E<l-y— • A3 0frb>^'J7:-h*1 1 01c 
E«**i*. Lt> 01 7 CD (d) |c^1"cfc5lczi> 
T W ID: 5501 96301 22, h-^Vif^va 
> I D : 000000550339, 7 -I* -tZ>XfiiK 
c : F6F536951 04AF3323C31, S± 
IMAC1 : FF, fc^tfifiWI® : OOtf^U 

*-Ki 1 oa)7-f-b>xMtii 4 1 5 Aiziaii^tL 

■So CftlC^oT, Bg^ba^T-W-r— 5 [Data 
(55019630122)} Kc (55019630 
1 2 2) £if±-f£c -So 

[0200] ±iELfcj;5ic, m&n&mi oo<dj- 

-tfl*, >=E'J73-K1 1 0lzfcit3Bi-§Hb=i>^> , ;/7 : 

-5 [Data] Kc, j3J:t;7-f-bl/X«Kc»<nE 

3 O^bBg^bnVxV^X— 5» [Data] K c fc£ 
I/^-r-teVX^Kc^^y^'J^-Kl 1 OlcgiiL, 
: 7'r-b>7.^KclZj;^TBg-§-ft=!>x> , 7f : -^ [D 
a t a} Kc^IfL, AO, CfctfT?**. 
[020 1] ±|E(CJ31VCI*. SftHUBttl 0 OCDZL- 

{Data} Kcroiefflg 

^^fT^a t*, ^'Jfc-Kl 1 OC:iBii£*lTl^ 
flHWbaX/xVyx-* (Data) Kelt. EH"9— 
ASOfrbg^LfcB&^baVx^x-ST-ifeSiL 

"f, IBfi-9— A3 OJilM-^bBt^bnVxV^T 1 — 5> 
[Da t a} Kc/£[f£S«U >*'J7J-Kl 1 OK 

[0 2 0 2] 11 823<J:tfEI1 9£#figLT, Edit— 

/■C3 ojyM-rogs^b^^b3>T 1 > , vx-'S' [Dat 

a} Kc^SfL -troB&^ba^T-^y-r— £ [Da 
ta} Kc?«U*-h*1 1 0CEtt-f4*AI="3^ 

[020 3] 11 8^#ILt. Z3^\£d.-$ 1 40J 
ffl^fcag^fbaVTV'Vx— ? [Data] K c (DEfit 

izoivcl&W-fSo 0 0KI*>*Utj-K 

i 1 o^M«TH|-efcy. **£S£-f Sfcft©^* K 

*>i 3o*qt«**vci^. fit. &$*isttti o 

Ol*, 3Mi$— 4 5^Lta>ea-9 1 4 0 
[0 2 0 4] 3>ea-9 14 01*. M-Kt-T 1 



4 1 t, n>hP — 71 4 2<b, WOJ7I-X1 
43i?fx^, ir L"t, M-Kf-TXi' 1 4 1 l*AX 
BS5^Lt3^hP-7l 42<t}?86$4l, □ > h 
P-7 1 4 2l*7-f-fe>7.&ii : tv^-/M 43?t 

[0 2 0 5] /V-K^T-fX? 14 11*, -f >■?-*■ y h 
E1SI=J:oT3 Vt°a.— Si 1 4 0 (cEMSflfcBfrHbu 
Vt^X— £ (Data} Ko^aBS5^Lt 

Ett-r-6. a>hP-7i 4 2 1*, &**|£1li ooro 

7.1 4 3^Lt^b3>f>7f- Si [Data! 
Kc<D3HSH*A<fc<5i:. /\- Kf-f 1 4 1 ^bBt 
%a>f^f- * [Data] Kc£S5&L, *MW 

[0 2 0 6] M-SP'f>'Si7i-X1 4 3!*, 8l«*s3« 
1 0 0fr&a«$— ^iH 4 5SiHt3>ea-> 1 
4 0lcA*^^Lfce^^=l> hD-7 1 4 2ICA*1--S> 
tttlc, □> ho-7 1 4 2frb£MI-5f£*1-awtB7J 

■ra. 

[0 2 0 7] -fe>Xft»*va.->IH 4 4[*, 05 

i=*-fT-*ffla»3 i otHi:i«dc**L. **mis 
Si ooic^s^^fc>^U7j-Ki 1 or=«^ba> 

T>Vt-9 [Data] K c SiSffl-r*fc»l=. ±& 

Lfc«fcdi=»1lf«IS«i oofc«fci;y i E'J*-Ki 10 
t^BBBt-^a. * >y v a L J IS U £frfc^fc 

*<b, Bt^Uba Vt-> > >T : -'Si [Data] KcJSI 
LT^M*— K1 1 O^jIfi-r-StCDtr-fe-lDo 
[0 2 0 8] -f ls$-Z-v hEUlCtoTEfS-y— 

>f 1 4 0lZBf-^<b3>x> , >f-*-'$i [Da 

ta} Koi«Effl*tl, 3>ea-$14 0«)/\-Kf 
-1-7. -7 1 4 1 izAXBS 5 ^frLTBg-^b:: >x^ > Vf : 
-^t^fBtSStiTLN-So 

[0209] i o o ©i— tw*-aft« 1 

1 0 8frb&S^#£A7J-f&<t, afi'7— ?;H 4 5 
fe^H-f^^i-^l 4 3?fLtiSII*Ab 
>KP-71 42lcA*$*T.§o 3>hP-7l 42 
I*, 3£ffl*5R*ftttlt$fc» K***tfcB»<b=J>TV 
'Vt-* (Data} Kc£/\*XBS5£:fi-LT/\-K 
fa9Hl frbBttiiL, 7-r-bVX«if^vn.-;u 
1 4 4lcA:*]-f -So 

[0 2 10] ^-r-bVX^Ii^Vi-^H 4 4!*, ±i£ 
Lfccfcol-^^U*- Kl 1 Otafi^T-^H 455 

3> Lt^iaa^i, -tr •> v a >*-^ro-£ y is y ^ffnc 

L\ 6fft3>fV^f-$ (Data) Kc^^^E'J 

*-ki 1 o^a£fli-r*. 

[0211] ^flitt. ai^missi o ocdjl— tfi*, ± 

(Data] KcO)7'T-tr>X (zi>t->^ID, T'T 
H2>XSKc, S±@»*JIBAC1. UJ;ffi4llA 
C2) *E«-9— A3 0A^bEtiLrtbt\ «H»fta 



(20) 



t#|Jfl 2 0 0 2 - 9 1 827 



^fV7f-5 {Data} KcSSttli. 

[0 2 12] CD£ffllNfci|3\ ^mCDfrhWmLX 
^/SLfcBg^baVxV^T 1 -'? {Data} K c I*. 
-I, A-hT-fX? 1 4 1 icfEtlLTfrb^M:*)- 

K1 1 O'siHIL'Cifil^U /n— Kfi-X^ 14 11:: 
iHf-t±-flc > US. >=EU*-K1 1 O-^ILTtk 
IV, 

[02 13HI§fta^fyVf-^ {Data] Kc 
!*, 11 gic^-TcfedlO^U*- K1 1 0$. ffiJS. 
a^tfa-* 1 40Ic^*LT^ ; E i J7]-K1 1 0l=Bg 
•5Hfc=!>T>*y-T— 5< {Data] K c £!Bii LT £ & 
l\ ZOTlf'&s □ >tf a.—' 9 1 405)3>hO-7l 4 
2 1*. ^-ft^Xfa^Vi-JH 4 4l=«fcoT, It 

>*'J*-K1 1 0l:«fftaVf>7f-5SE 

[0 2 1 4] 11 glCfcUTt, □ >t°i — 2 1 4 0 

.^-■j, {Data] K c £?M#-f4<, 
[0 2 15] gMHMSttl OOtf, |fffclCg{lLfcBt^ 
<kU>T->^X-$ {Data] K c ICftESt 4 7 -Y * 

=j 4 4z > * ©iB«g* *Effl-y— / < 3 o ^ 

ftU o *£© 70-ft-h. ft J: «rf=l=affl LfcBf 
^b3>X >7f"! 9 {Data} KcJS4tli7P 

-^■v-m*. i9~n 2, fc^i/n 5, 1 6ic^ 

[0 2 16] S±@SilAC1fcJ:^±iEAC2 
S±lH]|ii*IIltll±^PBtLriftB^Lfc 
tf, S±@S!tWI®AC i l*E»SS11-ca)5-f-b>X(0a 

t ©t? fc*UiWi©»IR£ ff -3 T t frSfrfc l\ 
[0 2 17] Sttttfitti ootlWtaW 

?ix.z>T-9mm®mmz.. »tLfcT-**E«-c 

[02 18] fli?niS}$1 0 0li3>f>7 

> f- > x— ? * tz i * 7 -f -tr > x © a m % ft x 4 t- $ 

[02 1 9] *fc^blC, *KBrE&£ftSil , ?fc4> 

t'J KKHt^ba >f>7f-$*fcli7-f-l:^ 
SEttf 4 <fc 5 KBIW Lfctf, > =E 'J * - Kl=BS-r 4 

«ftE»a«-e*4ifc* i fc.&i\ 

[0 2 2 0] *3tliB<D*lfi<D»ttl=«fe*ltf. fll^miSiS 



***t4i:. «»4*ifc>*'J*-K©E»«a*tt* 
U 4rfl>E»ttSl::iSi:Ti»fcBt*fl;a 

JS*i;7'f*>X«»/£lt*E«*-/^65Wi , t 

ftfiaLT^t 'J KlcSBII^ ti4 Z fctfftlV, * 

&£E<s-9— ^sao z t ^i»±r*^4o * bic, at 

^b3>x>>Vf : -^*S«Lrge-r4Ztlc c );o'r 

[0221] ^miBsstifcSiitwJKBii-r^Trojft-e 

&4o **W<Dl5HI*. ±ELfc3llfi©»B©KWl?l* 
C<tA<mH$ti4o 

[II] ■x-^iB«->xxA^«^:fi<]lcijiBj^| ) « 

in?fc4o 

[12] 11 S'iH{H->7.7 1 Alzfclt4a{i 

[13] 11 lz*-rx-^IBfflvXT-Alcfclt4fifi 

[14] 11 lc^-TT : -^IB{li>XxAlcfcl+4aiS 
©fctf)©?-*. flNMKDfttt**-fBn?*4. o 
[15] ? -f <©1*rt£«flM&?n-y$ 

i-efc4o 

tie] »#«E«a>*ij**«-t?n 

[17] >^ 'J£-K©ft/££*-f ^□y'S'l-efe 
4o 

[18] y*'J*-K©E»«»tRWf4fc»«>« 

&l-cfc4„ 

[19] 11 lz*-Tf : -^IB{lvXxA{zfc[t4E€ 
Slft£liiWt4fc#>©SS1 ©70- =? -V— hT'fe4 = 

[lio] Bll:itf- SfESS/XxAlcfctf^E 
l!S!ft£l£0.8-f4fctf>©* 2 ©7 f>-C*fc4„ 

[III] Hil=*-rT-*E*5/^xA|;*5lt4E 
£ IftB^^T 4f=4f)©H 3 © 7 n-* -V- h t? fe4 » 

[112] 11 (zjR-rx-r >Eei/^xA(cfcMt4E 

[113] E«-y— /^&*#«IS«l=iSffl*Hfca 
lt?&4o 

[114] > ; E'J*-K©^ ; t l JICfc(t4f : -^3'* 
— V-v hT*fe4o 

[115] 8He*|g8»cfclt4S±»#^§iWr4f= 

ft©mi ©^p- ; f--v-i~t?fe4 0 

[116] SHff*IS*l=fcM+*S4l!ift*Kiwr*fc 

ft©l2fl)7P-fV- hT?fe4„ 

[117] ^t'J*- h*©fBiltfe;£l-fC ISfcflH*fl:a 
>x>«y-r-*j3J:i; ; 5'f*>X(DEfll«*RWr4ia 



(21) 



($12002-9 1 8 2 7 



[Hi 8] U>t°a.-'S'^ffl^fcBi^b=l>X>^f : 
[ill 9] a>ta-: >*ffll^fcflH»<ba^x>^T 

5. 

10 2 0 E«**'J7. 30 

E<§-9— 60 n^T-^yjt-a.— » 100 81$ 
MSflL 110 ^U*-K. 130 ^.v K*- 
X 140 3>tfa.-$» 141 /\-Kf-fX^. 
1 42, 1 1 06, 1 420 3>hP-7, 143 
^SHVSOi-X, 144 ^-tr^XS ll'EVi 
— /k 145 iiH'7— 30 2 IS^x— 
7.. 3 0 4tf$8x— X, 3 06 CRLf-M 
-7., 3 0 7 > -$"•<— X, 3 08 EfifB 

il-T-^^-X. 3 1 0 x— ffflSSP, 3 12, 3 2 
0, 1 206, 1 2 1 2, 1 2 1 4, 1 404, 1 40 
8, 1 4 1 2, 1 422f^®lSi, 313 ISESffi 



fcffl. 3 1 5 EttlMffffi* 3 16, 12 10, 141 
8 -feyvaV*— SS£Sk 3 1 8, 3 2 6, 3 2 8, 

1208, 1406, 1410 BS-^ffiaSB. 3 5 0 
JUtSS, 1102 7>tT, 1 1 0 4 1 

1 0 8 jtttSB. 1110 f-f^^-f, 1 1 1 

1 &fir«L 1112 #j*if±fflS, 1113, 121 
8 DA^SS, 1 1 1 4, 1 20 1, 1 220, 1 2 

2 4 STfs 1115 7^^. 1116 ADtl 

1117 1 200 J*=E'J-f>$ 

7i-X. 1 20 2, 1 4 00 VmT-ZVkUffl* 1 
2 0 4 K p 1 fgftffi. 12 16 1 2 2 

2 X-C-yf. 1 402 Kmdffijl^ 1414 
KPmaS^SS, 1415 «'J. 1415A CR 
L««» 141 5B x-^flUt 1416KPmli 
142 1 Km1&J#8B, 1 42 3 -f>5*7i 
— X, 1 424 Header, 1 440 7-l'-b>X 
1f««^ffl. 144 2, 144 4, 1446 fl&X-f 
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Data 








Kc 






{Dala}Kc 






Data-M 
ID 


ma 




3>x>y?-SDa!a*»BJ-rS=]- K 


ID 


<M 


J ~- .'IDS 9 fc'TJ i p] 


->3>ID 
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AC 
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AC2 
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««•*» 


CRL 








CRL_dat 


B«*-/< 




CRLver 






KPpn 


fiMNM 

mmm 




{KPpn//Crtfn}KPma©»*TI«W#U:B» 
* »»«»«<&*Sn r t C*4 S . 


KPmd 


&mmnm 

mmm) 


k 


KmdCTfMHTK. 

[KPmci//Cmd)KPma»JB*TaiiSI#!CSa» 


Kpn 




m*9&m 






mtimn 




*>*!)*- K««»itCil4». 








3>f>7«SES:': -'> <?!;•» »S»I«8£«*T*„ 
{KPprWCrtln}KPma<&»*TttlSl*Ciea 
*«»«li«<D ? 5Xni £t*4a. 


Cmci 




(KPmcWCmci}KPma»»5S 7 tUtfBf £E» 

* ji^'ja-Kro^xierfcicjw*. 
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56019930112 OQOQ00000001 



F6F53695104AF3323C31 FF 



|Data(55019930112)) Kc(55019930112) Data-W(55019930112) 
{Data(55019951013)} Kc(55019951013) Data-W(55019951013) 
|Daia(5501963O122)) Kc(5501 96301 22) Da!a-inf(55019630122) 



3>f>7ID h7>7»3>ID Kc AC1 AC2 

55019930112 000000000001 AAF53951046FD356ABCC 00 
55019951013 000000003005 



|Dala(55019930112)l Kc{5501 99301 12) Data-inf (5601 99301 1 2) 
(Dala(5501995l013)) Kc(5501 9951 013) Data-inf(55019951013) 



7<f-fe>ID 

Tsf's'M h7>f?va>ID Kc AC1 AC2 

55019930112 100000000002 AAF53951046FD356ABCC 00 
55019951013 000000003005 



(Data(55019930112)} Kc(5501 99301 12) DatiHrf(55019930112} 
(Data(55O19951013)) Kc(55019951013) Data-inf{5501 995101 3) 
(Dala(55019630l22» Kc(5501 96301 22) Data-inf(55019630122) 
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mm 2002-91 827 



[01 0] 




(27) 



ftM 2 0 0 2 - 9 1 8 2 7 



[011] 




!f#M 2002-91 827 



[Hi 2] 




12002-91 82 



-jo 



-b v •> a > * - Ks3 * , * v 3 > * -Ks2 (C T fc U , 
tggjbfe v > a >*-{K63lKs2WAft) 





tjg)KcgtfAG2alSi» 



Ks3lCT8t*Hfc 
{Kc//AC2}Ks3fl>aft 



1 tt^b3>T>?y-»{Data)Kc$;<*'J»6»tj»U. tHft ] 



(31) 



1(112002-9 1 827 



[01 7] 




